
Top
�

QueriesacrossMultiple PrivateDatabases

Li Xiong, SubramanyamChitti, Ling Liu
Collegeof Computing

Georgia Instituteof Technology
�

lxiong,chittis,lingliu� @cc.gatech.edu

Abstract
Advancesin distributedservice-orientedcomputingandglobal com-
municationshaveformedastrongtechnologypushfor largescaledata
integrationamongorganizationsandenterprises.It is widely observed
that multiple organizationsin the samemarket sectorsare actively
competingaswell ascollaboratingwith constantlyevolving alliances.
Many suchorganizationswant to �nd out the aggregation statistics
aboutsalesin thesectorwithout disclosingsalesdatain their private
databases.Privacy-preservingdatasharingis becomingincreasingly
importantfor largescalemission-criticaldataintegrationapplications.

In this paperwe presenta decentralizedpeer-to-peerprotocolfor
supportingstatisticsqueriesover multiple privatedatabaseswhile re-
spectingprivacy constraintsof participants.Ideally, givena database
queryspanningmultipleprivatedatabases,wewishto computethean-
swerto thequerywithoutrevealingany additionalinformationof each
individual databaseapartfrom thequeryresult.In practice,a popular
approachis to relaxthis constraintto allow ef�cient informationinte-
grationwhile minimizing theinformationdisclosure.Thepaperhasa
numberof uniquecontributions.First,we formalizethenotionof loss
of privacy in termsof informationrevealedandproposeadataprivacy
metric.Second,we proposea novel probabilisticdecentralizedproto-
col for privacy preservingtop� selection.Third, we performa formal
analysisof theprotocolandalsoexperimentallyevaluatetheprotocol
in termsof its correctness,ef�ciency andprivacy characteristics.

1 Intr oduction
Informationintegrationhaslong beenanimportantareaof re-
searchasthereis greatbene�t for organizationsandindividuals
in sharingtheir data.Traditionally, informationintegrationre-
searchhasassumedthat information in eachdatabasecanbe
freely shared.Recently, it hasbeenrecognizedthat concerns
aboutdataprivacy increasinglybecomesan importantaspects
of thedataintegrationbecauseorganizationsor individualsdo
not want to revealtheir privatedatabasesfor variouslegal and
commercialreasons.
Application Scenarios. The increasingneedfor privacy pre-
servingdataintegrationis drivenby several trends[3]. In the
businessworld, with the push of end-to-endintegration be-
tweenorganizationsandtheir suppliers,serviceproviders,and
tradepartners,informationsharingmayoccuracrossmultiple
autonomousenterprises.Full disclosureof eachdatabaseis un-
desirable.It is alsobecomingcommonfor enterprisesto col-

laboratein certainareasandcompetein others. This in turn
requiresselective informationsharing.

Another importantapplicationscenariois driven by secu-
rity. Governmentagenciesrealizetheimportanceof sharingin-
formationfor devising effective securitymeasures.For exam-
ple, multiple agenciesmayneedto sharetheir criminal record
databasesin identifyingcertainsuspectsunderthecircumstance
of a terrorist attack. However, they cannotindiscriminately
openup their databasesto all otheragencies.

Suchconcernsof dataprivacy placelimits on the informa-
tion integration. We are facedwith the challengeof datain-
tegrationwhile respectingprivacy constraints.Ideally, givena
databasequeryspanningmultiple privatedatabases,we wish
to computetheanswerto thequerywithout revealingany ad-
ditional informationof eachindividualdatabaseapartfrom the
queryresult.
Curr ent Techniquesand Research Challenges. Thereare
two main existing techniquesthat onemight usefor building
theprivacy preservingdataintegrationapplicationsandwedis-
cussbelow why they areinadequate.

Onetechniqueis touseatrustedthirdpartyandhavethepar-
ticipatingpartiesreportthedatato thetrustedthirdparty, which
performsthedataintegrationtaskandreportsbacktheresultto
eachparty. However, �nding sucha trustedthird party is not
alwaysfeasible.The level of trust requiredfor the third party
with respectto intentandcompetenceagainstsecuritybreaches
is toohigh. Compromiseof theserverby hackerscouldleadto
a completeprivacy lossfor all participatingpartiesshouldthe
databerevealedpublicly.

The other is the securemulti-party computationapproach
[9, 8] thatdevelopedtheoreticalmethodsfor securelycomput-
ing functionsover private information suchthat partiesonly
know theresultof thefunctionandnothingelse.However, the
methodsrequiresubstantialcomputationand communication
costsandareimpracticalfor multi-party large databaseprob-
lems.

Agrawal et al [3] recentlyproposeda new paradigmof in-
formation integration with minimal necessarysharingacross
privatedatabase.As a tradeoff for ef�ciency andpracticabil-
ity, the constraintof not revealingany additionalinformation
apartfrom thequeryresultcanberelaxedsometimesto allow
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minimaladditionalinformationto berevealed.As anexample,
they developedprotocolsfor computingintersectionandequi-
join betweentwo partiesthat is still basedon cryptographic
primitivesbut moreef�cient with minimal informationdisclo-
sure.

Giventhis paradigm,researchopportunitiesarisefor devel-
oping ef�cient specializedprotocolsfor different operations.
Oneimportantoperationis statisticsqueriesover multiple pri-
vatedatabases,suchastop� datavaluesof asensitiveattribute.
In particular, when ����� , it becomesthemax(min)query. For
example,a groupof competingretail companiesin the same
market sectormaywish to �nd out statisticsabouttheir sales,
suchas the top salesrevenueamongthem, but to keep the
salesdataprivateat the sametime. The designgoal for such
protocolsis two fold. First, it shouldbe ef�cient in termsof
bothcomputationandcommunicationcosts.In orderto mini-
mizethecomputationcost,expensivecryptographicoperations
shouldbe limited or avoided. Second,it shouldminimize the
information disclosureapart from the query resultsfor each
participant.
Contrib utionsandOrganizations.Bearingthesedesigngoals
in mind,weproposeaprotocolfor selectingtop� datavaluesof
a sensitive attributeacrossmultiple ( 	�

� ) privatedatabases.
Thepaperhasa numberof uniquecontributions.First,we for-
malizethedataprivacy goalandthenotionof lossof privacy in
termsof informationrevealedby proposingadataprivacy met-
ric (Section2). Second,we proposea novel probabilisticde-
centralizedprotocolfor privacy preservingtop� selection(Sec-
tion 3). Third, We performa formal analysisof theprotocolin
termsof its correctness,ef�ciency andprivacy characteristics
(Section4) andevaluatethe protocolexperimentally(Section
5). Weprovideabrief overview of therelatedwork (Section6)
andconcludethepaperwith asummary, andabrief discussion
of futurework (Section7).

2 PrivacyModel
In this sectionwe de�ne the problemof top� queriesacross
privatedatabases.We presenttheprivacy goalthatwe focusin
the paper, followed by privacy metricsfor characterizingand
evaluatinghow theprivacy goalis achieved.
Problem Statement. The input of theproblemis a setof pri-
vatedatabases,��������������������������	�
�� � . A top� queryis to
�nd out the top� valuesof a commonattribute of all the in-
dividual databases.We assumeall datavaluesof theattribute
belongto a publicly known datadomain.Now theproblemis
to selectthe top� valueswith minimal disclosureof the data
valueseachdatabasehasbesidesthe�nal result.

2.1 Adversary Model

We adopt the semi-honestmodel [8] that is commonlyused
in multi-party securecomputationresearchfor privacy adver-
saries.A semi-honestparty follows the rulesof the protocol,
but it canlaterusewhatit seesduringexecutionof theprotocol

to compromiseotherparties'dataprivacy. Suchkind of behav-
ior is referredto as honest-but-curiousbehavior [8] andalso
referredto aspassive logging [18] in researchon anonymous
communicationprotocols.

Thesemi-honestmodelis realisticfor our context basedon
thefollowing observation.Todaymultiple organizationsin the
samemarket sectorsareactively competingaswell ascollab-
oratingwith constantlyevolving alliances.Thesepartiesoften
wish to �nd outaggregationstatisticsof theirsales,suchasthe
total salesor thetop� salesamongthemin a givencategoryor
time period,while keepingtheir own salesdataprivate. As a
result,eachparticipatingparty will want to follow the agreed
protocolto get the correctresultfor their mutualbene�ts and
at thesametime reducetheprobabilityandtheamountof in-
formationleak (disclosure)abouttheir privatedataduring the
protocolexecutiondueto competitionor otherpurposes.

Otheradversarymodelsincludemaliciousmodelwherean
adversarycan misbehave in arbitrary ways. In particular, it
canchangeits input beforeenteringthe protocolor even ter-
minatesit arbitrarily. Possibleattacksunderthismodelinclude
spoo�ng attackandhiding attackwherean adversarysendsa
spoofeddatasetor deliberatelyhidesall or part of its dataset
andleadsto apollutedqueryresult.We planto studythemali-
ciousmodelin our futurework.

2.2 PrivacyGoal

Wefocusonthedataprivacy goalfor top� queriesin thispaper.
Ideally, besidesthe �nal top� resultsthat arepublic to all the
databases,nodesshouldnot gain any moreinformationabout
eachothersdata.As we have discussedearlier, with a central-
ized third party approach,all participatingorganizationswill
have to trust this third party anddisclosetheir privatedatato
thethird party, whichis notonlycostlyin termsof legalandad-
ministrationprocedurebut alsoundesirableby many. We pro-
posea decentralizedapproachwithout any third trustedparty.
Ourgoalis to minimizedataexposureamongthemulti-parties
apartfrom the�nal resultof thetop� query.

We describethe different typesof dataexposurewe con-
sider and discussour ultimate privacy goal in termsof such
exposures. Given a node ! and a datavalue " # it holds, we
identify the following dataexposuresin termsof the level of
knowledgean adversarycandeduceabout "$# : (1) Data value
exposure: anadversarycanprovetheexactvalueof "$# ( "%#&�(' ),
(2) Data range exposure: anadversarycanprove therangeof

"
# ( '*)+"

#
)-, ) eventhoughit maynot prove its exactvalue,

and (3) Data probability distribution exposure: an adversary
canprovetheprobabilitydistribution of "

# (.0/213�4"
#

�5�61 ) even
thoughit mayproveneitherits rangenorexactvalue.

Both datavalueanddatarangeexposurescanbeexpressed
by dataprobabilitydistribution exposure,in otherwords,they
are specialcasesof probability distribution exposure. Data
valueexposureis againa specialcaseof datarangeexposure.
Intuitively, datavalueexposureis themostdetrimentalprivacy
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breach.Dueto thespacerestriction,we will focusour privacy
analysison thedatavalueexposuresin therestof this paper.

Similar to the exposuresat individual node,we can con-
siderdataexposuresfrom theperspective of a groupof nodes
by treatingthis subsetof nodesasan entity. Note that even
if a groupsprivacy is breached,an individual nodemay still
maintainits privacy to someextent.For example,anadversary
maybeableto prove thata groupof nodeshasa certainvalue
but it is not certainwhich exact nodehasthe value. In other
words,the 7 -anonymity [15] is preservedgiventhesize 7 of
thegroup.

Theprivacy goalweaimatachieving is to minimizethede-
greeof datavalueexposuresfor eachindividual node. This
includesthe principle thatwe aretreatingall the nodesin the
systemequallyandnoextraconsiderationswill begivento the
nodeswho contribute to the �nal top� values(e.g., the node
who ownstheglobalmaximumvalue). In additionto protect-
ing the dataexposureof eachnode,a relatedgoal could be
protectingtheanonymity of thenodeswhocontributeto the�-
nal results,thoughit is not the focusof this paperdueto the
spacelimitation.

2.3 PrivacyMetrics

Giventhedataprivacy goal,weneedto characterizethedegree
with which the privacy is attained. The key questionis how
to measurethe amountof disclosureduring the computation
andwhat privacy metricsareeffective for suchmeasurement.
Concretely, we needto quantify the degreeof dataexposure
for a singledataitem "

# thatnode ! holds.Let us�rst consider
an existing metric anddiscusswhy it is inadequate.We then
proposea generalandimprovedmetricfor dataprivacy.

The metric that onemight useis the probabilisticprivacy
spectrum[14] proposedfor web transactionsanonymity and
was also adoptedfor documentownershipprivacy later [5].
Now we needto evaluatewhetherwe canadaptit for our data
privacy purpose. Assumingan adversaryis able to make a
claim 8 aboutthe datavalue "�# (e.g., "%#9�:' ), basedon the
intermediateresult it seesduring the execution. The privacy
spectrumcanbede�nedbasedontheprobabilitythattheclaim
is true. On oneextremeis provably exposedwherean adver-
sarycanprovethat "�#&�;' (with probabilityof 1). Ontheother
extremeis absoluteprivacy wherean adversarycannotdeter-
minetheexactvalueof "�# (with probabilityof 0). In between,
therearepossibleinnocencewheretheclaim is morelikely to
betrue,andprobableinnocencewheretheclaim is lesslikely
to betrue.A particularlyinterestingnotionis beyondsuspicion
whereanodeis nomorelikely to haveavaluethatsatis�esthe
claim thanany othernodesin thesystem.This is alsoknown
as 7 -anonymity aswehavementionedearlier.

A closerlook at thespectrumshowsthatit doesnot capture
the importantdifferencesamongdifferentclaimsfor our data
privacy concerns.Consideran adversarythat makesa claim

"%#&�<' afterexecutingamaxquery( ����� ) andtheprobability

of theclaimbeingtrueis ��=>	 , i.e. therearesomenode(s)in the
systemthathave thevaluebut noneis morelikely thanothers
to have it. By the privacy spectrum,the degreeof datavalue
exposurefor the nodeis beyondsuspicion. However, if '?�

"%@BADC , where"%@EAFC denotesthe�nal maximumvalue,it should
not be consideredasa privacy breachat all. This is because

"%@BADC is public informationto all the nodesafter the protocol
andevery nodehasa probability ��=>	 holding " @EAFC . On the
other hand, if 'HG �I"�@EAFC , then it is indeeda privacy breach
becauseother nodeswould not haven known anything about
thevalue ' by just knowing "�@EAFC .

In fact, suchdifferencesamongdifferent claims are more
obviousandimportantfor datarangeprivacy. Intuitively, adata
rangeexposurewith averyprecise(small)rangeis muchmore
severe than thosewith a large range. For example,consider
the casewherean adversaryis ableto prove " #J)�' . By the
privacy spectrum,node ! hasprovableexposure regardingits
datarange.However, theseverityof theprivacy breachactually
varies(decreasesas ' increases).At theextreme,if '��<" @EAFC ,
it shouldnot be consideredasa privacy breachat all because

"
#

)�"
@EAFC is known to all the nodesafter the �nal resultof

"
@BADC is returned.

We proposeageneralmetric- lossof privacy - to character-
izehow severeadataexposureis by measuringtherelativeloss
in thedegreeof exposure.Let K denotethe�nal resultsetafter
theexecutionand L$K denotetheintermediateresultsetduring
theexecution.Let M��N8�O KJ�PL KQ� denotetheprobabilityof 8 be-
ing truegiventhe�nal resultandthe intermediateresults,and
similarly, M��N8�O KR� the probability given only the �nal result.
We de�ne Lossof Privacy ( S5T>M ) in Equation1. Intuitively,
this givesusa measureof theadditionalinformationanadver-
sarymayobtaingiventheknowledgeof theintermediateresult
besidesthe�nal queryresult.

SUT>M
�(M��N8�O KJ�PL KQ�WVXM��N8�O KQ� (1)

We illustratethemetricfor datavalueprivacy in thecontext of
top� queries,where8 is in theform of "

#
�;' andK is the�nal

top� valuesdenotedas YZT[.]\ . If '*^�YZT[.0\ , every nodehas
thesameprobabilityto hold ' sowehave M��4" #&�<'�O YZT[.0\_�3�

��=�	 . Otherwise( '6= ^`YZT[.]\ ), it is closeto impossiblefor an
adversaryto guessthe exact value of a nodegiven only the
�nal result. This is especiallytrue when the datadomainis
largeenough,becausea nodecantake any of thevaluesin the
datadomain. So we approximateM��4"�#��a'�O YZT[.]\*� with 0.
Thus the S5T>M is slightly smallerwhen 'b^cYZT[.]\ . In the
caseswhereall an adversaryknows is that somenodein the
systemhasa valueequalto 'd�4'e^<YZT[.]\*� , we have M���"

#
�

'dO YZT[.]\f��L$KQ�g�+��=>	 and S5T>M+�;h .
Giventhede�nition of S5T>M for a singledataitem at a sin-

gle node,we de�ne SUT>M for a nodeas the averageSUT>M for
all thedataitemsusedby a nodein participatingtheprotocol.
Intuitively, whennodesparticipatetheprotocolwith their local
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top� values,themorevaluesthat getdisclosed,the larger the
S5T>M for thenode. We measuretheprivacy characteristicsfor
thesystemusingtheaverageS5T>M of all thenodes.

3 The DecentralizedProtocol
In this sectionwe describea decentralizedcomputationpro-
tocol for multiple organizationsto computetop� queriesover

	 privatedatabases(nodes)with minimuminformationdisclo-
surefrom eachorganization.

Bearingthe privacy goal in mind, we identify two impor-
tantprinciplesfor our protocoldesign.First, theoutputof the
computationat eachnodeshouldprevent an adversaryfrom
being able to determinethe nodesdata value or data range
with any certainty. Second,theprotocolshouldbeableto pro-
ducethecorrect�nal outputof atop� query(effectiveness)in a
smallandboundednumberof roundsof communicationamong
the 	 nodes(ef�ciency). Using theseprinciplesasthe design
guidelines,weproposea probabilisticprotocolwith a random-
izedlocalalgorithmfor top� queriesacross	 privatedatabases
( 	6ibj ). To facilitatethe discussionof our protocol,we �rst
presenta naive protocol as the intuitive motivation and then
describethe rationalandthealgorithmicdetailsof our decen-
tralizedprobabilisticprotocol.

3.1 A NaiveProtocol

Considera groupof 	 databaseswho wish to selectthe max
value( �_�:� ) of a commonattribute. A straightforwardway
to computethe result without a centralserver is to have the
nodesarrangedin aring in whichaglobalvalueis passedfrom
nodeto nodealongthe ring. The �rst nodesendsits valueto
its successor. The next nodecomputesthe currentmax value
betweenthevalueit getsfrom its predecessorandits own value
andthenpassesthecurrentmaxvalueto its successor. At the
endof theround,theoutputwill betheglobalmaxvalue.

Clearly, the schemedoesnot provide good data privacy.
First, the startingnodehasprovableexposure to its successor
regardingits value. Second,the nodesthat are closeto the
startingnodein thering have a fairly high probabilitydisclos-
ing their values.A randomizedstartingschemecanbeusedto
protectthestartingnodeandavoid theworstcasebut it would
nothelpwith theaveragedatavaluedisclosureof all thenodes
on the ring. In addition, every node ! ( �e)k!f)l	 ) suffers
provableexposure to its successorregardingits datarange,i.e.
the successorknows for surethat node ! hasa valuesmaller
thanthevalueit passeson. This leadsusto consideralternative
protocolsfor betterprivacy preservation.

In therestof thissection,wepresentourprobabilisticproto-
col. We�rst giveabrief overview of thekey componentsof the
protocolandthenusethemax(min) queries(the top� queries
with ���m� ) to illustratehow thetwo designprinciplesareim-
plementedin thecomputationlogic usedat eachnode(private
database)to achieve thenecessaryminimumdisclosureof pri-
vateinformation(ourprivacy goal).

3.2 ProtocolStructure

The protocol is designedto run over a decentralizednetwork
with a ring topology, andconsistsof thenodecommunication
scheme,the local computationmoduleandinitialization mod-
uleat eachnode.

Ring Topology. Nodesare mappedinto a ring randomly.
Eachnodehasa predecessorand successor. It is important
to have the randommappingto reducethe caseswheretwo
colluding adversariesarethe predecessorandsuccessorof an
innocentnode.We will discussmoreon this in Section4.

Communicationprotocol. The communicationamongthe
nodesis from a nodeto its successor. Encryptiontechniques
canbe usedso that dataareprotectedon the communication
channel. In casethereis a nodefailure on the ring, the ring
canbereconstructedfrom scratchor simply by connectingthe
predecessorandsuccessorof thefailednode.

Local computationmodule. The local algorithmis a stan-
dalonecomponentthateachnodeexecutesindependently. Nodes
follow thesemi-honestmodelandexecutesthealgorithmcor-
rectly.

Initialization module. Theinitialization moduleis designed
to selectthestartingnodeamongthe 	 participatingnodesand
theninitialize asetof parametersusedin thelocalcomputation
algorithms.

In this paperwe do not handlethedataschemaheterogene-
ity issues.We assumethat thedatabaseschemasandattribute
namesareknown andarewell matchedacross	 nodes.Read-
erswho areinterestedin this issuemay refer to [7] for some
approachesto theproblemof schemaheterogeneity.

3.3 PrivacyPreserving Max Selection

Beforegoinginto detailsof theprotocol,we�rst presentthelo-
calcomputationcomponentof theprotocolfor max(min)queries
(thespecialcaseof top� with ���-� ) over 	 privatedatabases.
This will helpreadersunderstandthekey ideasandtechniques
usedin our protocoldesign.We describethegeneralprotocol
for top� queriesin next subsection.

The intuitive ideaof usinga probabilisticprotocolis to in-
ject somerandomizationinto the local computationat each
node,suchthatthechanceof datavaluedisclosureateachnode
is minimizedandatthesametimetheeventualresultof thepro-
tocol is guaranteedto becorrect.Concretely, theprotocolper-
formsmultiple roundsin which a global valueis passedfrom
nodeto nodealongthering. A randomizationprobabilityis as-
sociatedwith eachroundanddecreasedin thenext roundto en-
surethatthe�nal resultwill beproducedin aboundednumber
of rounds.Duringeachround,nodesinject certainrandomiza-
tion in their local computationwith thegivenprobability. The
randomizationprobability is eventuallydecreasedto 0 so that
theprotocoloutputsthecorrectresult.
Randomization Probability. We �rst de�ne the randomiza-
tion probability. It startswith an initial probabilitydenotedas
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.on in the�rst roundanddecreasesexponentiallywith a damp-
eningfactordenotedas / , so that it tendsto 0 with suf�cient
numberof rounds.Formally, therandomizationprobabilityfor
round p denotedas M3q��4p>� is de�ned asfollows:

M q ��p%�r�X. nBs /

q�t�� (2)

RandomizedAlgorithm. Eachnode,uponreceiving theglobal
valuefrom its predecessor, performsthe local randomizedal-
gorithm,andpassestheoutputto its successor. Thecoreidea
of this algorithmis to determinewhen(theright time) to inject
randomizationandhow much(theright amountof randomiza-
tion) in order to implementthe two designprinciplesof the
protocol: namely, the outputof the algorithmshouldprevent
anadversaryfrom inferring thevalueor rangeof thedatathat
thenodeholdswith any certainty;andthe randomizedoutput
shouldnot generatepotentialerrorsthat leadto incorrect�nal
outputof theprotocol.

Algorithm 1 Local Algorithm for Max Protocol(executedby
node! at round p )

INPUT: u�#
t��

�4p%� , "%# , OUTPUT: u #��4p%�

MWq��4p>�Uvw.on
s

/

q�t��

if u
#

t��%��p%�Ei?"
# then

u
#

�4p>�Uvlu
#

tx�%�4p%�

else
with probability M3q : u

#
��p%�Xv a randomvalue between

y

u�#
t��

��p%�F��"%#2�

with probability �EV_M
q : u�#z�4p>�rva"%#

end if

A sketch of the randomizedalgorithm is given in Algorithm
1 for node ! at round p . The algorithmtakestwo inputs: (1)
theglobal valuenode ! receivesfrom its predecessor!{V;� in
round p , denotedas u #

t��
��p%� , and (2) its own value, denoted

as "
# . Thealgorithmcomparesthesetwo input valuesandde-

terminesthe outputvalue,denotedas u
#

��p%� , in the following
two cases.First, if theglobal value u

#
t�����p%� is greaterthanor

equalto its own value "
# , node ! simply returnsthecurrentlo-

cal maximumvalue( u
#

tx�>�4p>� in this case).Thereis no needto
inject any randomizationbecausethenodedoesnot exposeits
own valuein this case.Second,if u$#

tx�
��p%� is smallerthan "�# ,

insteadof always returningthe currentlocal maximumvalue
( "%# in thiscase),node! returnsarandomvaluewith probability

M
q

��p%� , andonly returns"�# with probability �3V|M
q

��p%� . Theran-
domvalueis generateduniformly from therange

y

u$#
t��

��p%�F��"%#2� .
Notethattherangeis openendedat " # to warrantthatthenode
will not return "%# whenwewantto returnaconstrainedrandom
valueinsteadof theactual"

# .
Suchrandomizationhasa numberof importantproperties.

First, it successfullypreventsan adversaryfrom deducingthe
valueor rangeof "�# with any certainty. This is becausetheout-
put of node! canbeeithera randomvalue,or theglobalvalue
passedby thepredecessorof node ! , or its own value "

# . Sec-
ond, the global valuemonotonicallyincreasesas it is passed

alongthering, evenin therandomizationcase.Recallthecase
whenrandomizationis injected,therandomvalueoutput u # �4p%�

canbe smallerthan " # but hasto be greaterthanor equalto
u # tx�>��p%� , which ensuresthat theglobalvaluekeepsincreasing.
Thismonotonicincreasingpropertyfurtherminimizestheneed
for othernodesafternode! to haveto disclosetheirown values
becausethey cansimplypasson theglobalvalueif it is greater
thantheir own values. Finally, the randomizedvaluewill not
generateany potentialerrorsfor the protocolbecauseit is al-
wayssmallerthan"�# andthussmallerthantheglobalmaximum
value.It will bereplacedby thevaluethatis heldeitherby the
node ! itself or any othernodethat holdsa greatervaluein a
laterroundastherandomizationprobabilitydecreases.Wewill
analyzethecorrectnessanddatavalueprivacy of theprotocol
formally in Section4.
Protocol Details. We now walk throughthe protocolby de-
scribingtheinitiationprocess,thecommunicationscheme,com-
binedwith thelocal computationlogic.

At the initiation state,every nodein thenetwork sortstheir
valuesandtakesthe local max valueto participatethe global
maxselection.Theprotocolrandomlychoosesanodefrom the

	 participatingnodes,sayindexed by ! with !9�a� . In addi-
tion, the initialization modulewill setthedefault globalvalue

u%n �}��� to thelowestpossiblevaluein thecorrespondingdatado-
main,andinitialize therandomizationprobabilitywith .dn , the
dampeningfactor / (recallSection3.2),andtheroundcounter

p . The key ideaof usinga randomizedselectionschemefor
startingnodeis to preserve theanonymity of thestartingnode
so an adversarydoesnot know wherethe protocolstart from
andhenceprotectingthestartingnode.

Uponthecompletionof theinitiationprocess,thelocalcom-
putationmoduleis invokedatnode! . Eachnode! , uponreceiv-
ing the global value u #

tx�
�4p%� from its predecessorat round p ,

executesthe local computationalgorithm,andpassestheout-
put u�#P��p%� to its successor. At theendof eachround p ( p�i-� ),
thelastnode	 passesthecurrentglobalvalue u

�
��p%� to the�rst

node,which servesasthe input u
n

��p•~+��� at the �rst nodein
round p�~€� . Theprotocolterminatesat thestartingnodeaftera
suf�cient numberof rounds.Wewill discusshow to determine
thenumberof roundsneededandwhatwe meanby suf�cient
in Section4. It is interestingto notethatif wesettheinitial ran-
domizationprobabilityto be0 (.]n•�<h ), theprotocolis reduced
to thenaivedeterministicprotocol.
Figure1 shows anexamplewalk-throughof theprotocolover
a network of 4 nodes,initialized with .]n*�I� and /?�I�>=%� .
Assumetheprotocolstartsfrom node1 with the initial global
value u�n �}���E�+h . In the�rst round( pJ�b� ), therandomization
probability MWq �}��� is initializedto 1,soif anodereceivesavalue
smallerthanits own value,it will alwaysreturnarandomvalue
betweenthereceivedvalueandits own value.As aresult,node
1 returnsarandomvaluebetween[0,30),say16. Node2 passes
16 to node3 becauseit is greaterthanits own value10. Node
3 returnsa randomvaluebetween[16,40),say25, sincevalue
16 is smallerthanits own value40. Nodepassesvalue25 to
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Figure1: Illustrationfor Max ProtocolWalk-through

the �rst nodebecauseit is greaterthan its own value20. In
thesecondround( pR�6� ), therandomizationprobability M{q��N� �

decreasesto ��=�‚ accordingto equation2. As a result,node1
returnsits own value30. Node2 passeson value30. Node3
returnsarandomvaluebetween[30,40),say32. Node4 passes
on value32. In the third round ( pe�ƒj ), the randomization
probability M

q
�4j$� decreasesto 1/4. Node1 andNode2 both

passon the value32. Node3 �nally returnsits own value40
andnode4 passeson thevalue40. In theterminationroundall
nodessimplypasseson the�nal result.

Thisexampleillustrateshow ourprobabilisticprotocolworks
andwhy our protocolensuresthateachnoderetainsgoodpri-
vacy abouttheexactvalueandtherangeof their data.It is im-
portantto notethattherandomselectionschemefor thestarting
nodeplaysanimportantrole for preservinggoodprivacy of the
startingnode. For instance,in the above example,if node1
wasknown asthe startingnode,thenuponreceiving 16 from
node1 in the�rst round,node2 knowsfor surethatnode1 has
a valuegreaterthan16, leadingto thedatarangeexposurefor
node1.

We provide an analyticalmodel to formally studythe cor-
rectnessanddatavalueprivacy of theprotocolin Section4 and
reporttheresultof ourexperimentalevaluationin Section5.

3.4 PrivacyPreserving Top-„ Selection

Now we describethe generalprotocol for top� selection. It
workssimilarly asthemaxselectionprotocol( �…�-� ) in terms
of the probabilisticscheme.The complexity of extendingthe
protocolfrom maxto generaltop� lies in thedesignof theran-
domizedalgorithm.

At the protocol initial step,eachnode�rst sortsits values
andtakesthe local setof top� valuesas its local top� vector
to participatein theprotocol,sinceit will have at most � val-
uesthatcontribute to the �nal top� result. Similar to themax
selectionprotocol,the initialization modulerandomlypicks a
nodefrom the 	 participatingnodesasthe startingnode,ini-
tializestheglobal top� vectorto the lowestpossiblevaluesin
the correspondingdatadomain,setsthe roundcounter p , and

initializestherandomizationprobability .]n andthedampening
factor / (recallEquation2 in Section3.3).

The protocolperformsmultiple roundsin which a current
global top� vectoris passedfrom nodeto nodealongthering
network. Eachnode ! , uponreceiving the global vectorfrom
its predecessorat round p , performsa randomizedalgorithm
andpassesits outputto its successornode. The startingnode
terminatestheprotocolaftera suf�cient numberof rounds.
Randomized Algorithm. The randomizedalgorithm is the
key componentof theprobabilistictop� selectionprotocol.We
want thealgorithmto have thesamepropertiesasthoseof the
maxselectionalgorithm(Algorithm 1) whendecidingtheright
time andthe right amountof randomizationto inject, namely,
to guaranteethecorrectnessononehandandminimizethedata
valuedisclosureontheotherhand.For example,wecanusethe
sameideaof generatingrandomvaluesandinject theminto the
outputof the global top� vectorat node ! ( �†)m!•)b	 ) in or-
der to hide the nodesown values. However, with � valuesin
the local top� vector, we needto make surethat therandomly
generatedvalueswill eventuallybe shiftedout from the �nal
global top� vector. In otherwords,it is not asstraightforward
as in the max selectionalgorithmwherea randomvalueless
thananodesvaluewill bereplacedeventually.

Algorithm 2 Local Algorithm for Top� Protocol(executedby
node! at round p )

INPUT: ‡Q#
t��

��p%� , ˆo# , OUTPUT: ‡•#��4p%�

M
q

�4p>�rvw.
nUs

/

q�t��

‡Q‰

#

��p%�5� topK(‡Q#
t��

��p%�‹ŠŒˆ0# )
ˆ

‰

#

vI‡

‰

#

��p%�gVX‡Q#
tx�

�4p%�

7wv•O ˆ9‰

#

O

if 7w�<h then
‡

#
�4p%�5vŽ‡

#
t��%��p%�

else
with probability �EV_M3q��4p>� : ‡

#
�4p%�5vI‡Q‰

#

��p%�

with probability M
q

��p%� :
‡Q#��4p%�

y

�•• �JV*7|•dvƒ‡Q#
tx�

��p%�

y

�••‘�JV*7|•

‡Q#��4p%�

y

�…V’7�~6�…•��$•{v sortedlist of 7 randomvalues
from [ 7†!“	{�4‡Q‰

#

��p%�

y

�$•”V–•>��‡Q#
t��

��p%�

y

�QVŒ7�~’��•—� , ‡Q‰

#

��p%�

y

�$• )
end if

Algorithm 2 givesa sketchof a randomizedalgorithmfor gen-
eral top� selectionwith respectto node ! executingat round

p . The input of the algorithm is (1) the global vector node
! receives from its predecessor!EV�� in round p , denotedas

‡
#

tx�%�4p>� , and(2) its local top� vector, denotedas ˆ
# . Theout-

putof thealgorithmis theglobalvectordenotedas ‡
#

�4p>� . Note
that the global vector is an orderedmultisetthat may include
duplicatevalues.

The algorithm �rst computesthe real currenttop� vector,
denotedas ‡•‰

#

�4p%� , overtheunionof thesetof valuesin ‡
#

t��>�4p%�

and ˆ
# , say, usinga mergesort algorithm. It thencomputesa

sub-vectorof ˆ
# , denotedas ˆ

‰

#

, whichcontainsonly thevalues
of ˆ0# thatcontributeto thecurrenttop� vector ‡9‰

#

�4p>� by taking
asetdifferenceof thesetof valuesin ‡9‰

#

�4p%� and ‡Q#
t��

��p%� . Note
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that the union and set differencehereare all multiset opera-
tions.Thealgorithmthenworksundertwo cases.

Case1: The numberof elementsin ˆ9‰

#

, 7 , is 0, i.e. node
! doesnot have any valuesto contribute to the currenttop� .
In this case,node ! simply passeson the global top� vector

‡ # tx�>��p%� asits output. Thereis no randomizationneededbe-
causethenodedoesnotexposeits own values.
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Figure2: Illustrationfor Top� LocalAlgorithm

Case2: Node ! contributes 7X�4h?˜c7™)š�›� valuesin the
current top� . Figure 2 gives an illustrative example where

7œ�šj and ���w• . In this case,node ! only returnsthe real
currenttop� ( ‡Q‰

#

��p%� ) with probability �QVeM
q

��p%� . Note that a
nodeonly doesthis once,i.e. if it insertsits valuesin a cer-
tain round,it will simply passon theglobal vectorin the rest
of therounds.With probability M

q
��p%� , it copiesthe�rst �JV€7

valuesfrom ‡Q#
t��

��p%� andgeneratelast 7 valuesrandomlyand
independentlyfrom [ 7|!“	{�4‡

‰

#

��p%�

y

�$•oV*•>��‡Q#
t��

��p%�

y

�•V€7m~e�D•�� ,
‡Q‰

#

�4p>�

y

�‘• ), where‡•‰

#

�4p%�

y

�$• denotesthe � th (last)itemin ‡9‰

#

�4p>� ,
‡

#
tx�>��p%�

y

�dVZ7f~��D• denotesthe ��Vž7€~Ÿ� th itemin ‡
#

t��%��p%� , and
• denotesa minimumrangefor generatingtherandomvalues.
Thereasonfor generating7 randomvaluesis becauseonly the
last 7 valuesin theoutputareguaranteedto beshiftedout in
a laterroundwhenthenodeinsertsits realvaluesif theglobal
vectorhasnot beenchangedby othernodes.Therangeis de-
signedis sucha way that it increasesthe valuesin the global
vectorasmuchaspossiblewhile guaranteeingtherandomval-
uesdonotexceedthesmallestvaluein thecurrenttop� sothey
will beeventuallyreplaced.In anextremecasewhen 7Ž�m� ,
thecurrenttop� vectoris equalto ˆ]# , it will replaceall � val-
uesin theglobalvectorwith � randomvalues,eachrandomly
picked from the rangebetweenthe �rst item of ‡

#
t�����p%� and

the � th (last)item of ˆ
# .

It is worth notingthatwhen �*� � the local top� selection
algorithmbecomesthesameasthelocalalgorithmfor maxpro-
tocol. Wereportourexperimentalevaluationonthecorrectness
andprivacy characteristicsof thegeneralprotocolin Section5.

4 Analysis
We conducteda formal analysison themaxprotocolin terms
of its correctness,ef�ciency, andprivacy characteristics.

4.1 Corr ectness

Let ud�4p>� denotethe global value at the end of round p and
M��—u���p%�…�¡"%@EAFC$� denotethe probability that ud�4p%� is equalto
the global max value "�@EAFC . At round ¢]�}�’) ¢()wp%� , if the
global valuehasnot reached" @EAFC , the nodeswho own "�@EAFC

have a probability �£V`M q �¤¢‘� to replacethe global valuewith
"%@BADC . Oncethe global valuereaches"�@EAFC , all nodessimply
passit on. Soafter round p , theglobal valuewill be equalto

"%@BADC aslong asoneof thenodesthatowns " @EAFC hasreplaced
theglobalvaluewith "�@EAFC in any of thepreviousrounds.Thus
the probability of the protocolreturningthe global maximum
valueafter round p canbe computedas M���ud�4p>�|�¡" @EAFC �†i

�ŸV�¥

q

¦�§

�

MWq��¤¢‘� . If we substituteM3q��¨¢$� with .0n s /

¦

tx� by
Equation2, wecanderive thefollowing equation:

M���ud�4p>�U�`"%@EAFC �Ei(�EV†.

q

n

s
/W©}ª«©�¬$­4®

¯ (3)

Equation3 shows that, for any h°˜6.
n

)š� and hX˜H/’˜¡� ,
theprecisionboundincreasesmonotonicallywith increasingp .
For any given numberof nodes,we can make the computed
global valueequalto the global max valuewith a probability
verycloseto 1 by increasingthenumberof rounds.
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Figure3: PrecisionGuaranteewith Numberof Rounds

Figure3(a)and(b) plot theprecisionboundin equation3 with
increasingnumberof rounds( p ) for varyinginitial randomiza-
tion probability(.0n ) anddampeningfactor( / ) respectively. We
canseethattheprecisionincreaseswith thenumberof rounds.
A smaller.0n with a �x ed / resultsin a higherprecisionin the
earlier roundandreachesthe near-perfectprecisionof 100%
faster. A smaller / with a �x ed MWn makesthe protocolreach
thenear-perfectprecisionof 100%evenfaster.

4.2 Ef�ciency

Now we analyzetheef�ciency of theprotocolin termsof the
computationandcommunicationcost.Thecomputationateach
nodein theprotocoldoesnot involve any cryptographicoper-
ationsandshouldbe negligible comparedto the communica-
tion costover a network of 	 nodes.Thecommunicationcost
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is determinedby two factors. The �rst is the cost for a sin-
gle roundwhich is proportionalto thenumberof nodeson the
ring. The secondis thenumberof roundsthat is requiredfor
a desiredprecision. For any ±²�Nh³˜ƒ±e˜´�²� , we can deter-
mine a minimum numberof rounds,denotedby p>@B# � , such
thattheresultis equalto theglobalmaxvaluewith theproba-
bility greaterthanor equalto �ZV’± . Sincewe have M��—u���p%�Z�

"%@BADC �*iµ�JV’.

q

n

s /

©}ª«©�¬$­N®

¯

iµ�9V�. n•s /

©2ª¶©�¬$­4®

¯ from Equa-
tion 3, we canensureM��—u���p%�Q�H" @BADC �9i��£V?± by requiring

�žVŒ. nrs /

©}ª«©�¬$­N®

¯

i��žV°± . We solve this equationandderivea
minimumnumberof roundsfor thedesiredprecision( �gVŒ± ) as
follows:

p @B# �…��·

�

�

s �}�U~

¸ ¹

sJº¨»�¼

�4±D=[. n �

º¨»�¼

/

Ve�²�“½ (4)
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Figure4: RequiredNumberof Roundswith PrecisionGuarantee

We canseethat the minimum numberof rounds p�@B#
� scales

well with thedesiredprecision( �”V£± ) in theorderof ¾��2¿ À4T²u”±[� .
Figure 4(a) and (b) plot the minimum numberof roundsin
Equation4 for varyingerrorbound( ± ) with varyinginitial ran-
domizationprobability (.

n ) anddampeningfactor( / ) respec-
tively. NotethattheX axisis of logarithmicscale.We cansee
that theprotocolscaleswell with increasingdesiredprecision
(decreasing± ). In addition,a smaller .]n anda smaller / are
desiredfor betteref�ciency with / having a largereffecton the
reductionof therequirednumberof rounds.

It is importantto notethat theminimumnumberof rounds
is independentof the numberof nodes. Hence,the overall
communicationcost is proportionalto the numberof nodes.
Onepossibleway to improve theef�ciency for a systemwith
a larger numberof nodesis to breakthe set of 	 nodesinto
a numberof small groupsandhave eachgroupcomputetheir
groupmaximumvaluein parallelandthencomputetheglobal
maximumvalueatdesignatednodes,whichcouldberandomly
selectedfrom eachsmallgroup.

4.3 Data ValuePrivacy

In additionto ensuringcorrectoutputandincreasingef�ciency
of theprotocol,anotherimportantgoal of theprotocolis pre-
servingthedataprivacy of individualparticipatingnodesin the
network. Thecommunicationbetweennodesconsistsof send-
ing thecurrentglobalvaluefrom onenodeto its successor. An

adversarymay utilize the valueit receivesfrom its predeces-
sorto try to gaininformationaboutthedataits predecessorand
other nodeshold. We dedicatethis sectionto analyzingthe
lossof datavalueprivacy in theprotocolusingthe metric we
proposedin Section2.

Without loss of generality, we assumethe protocol starts
from node1. We now analyzethe lossof privacy for node !

with value " # . Sincenode! passesits currentglobalvalueu # �4p%�

to its successor!‹~(� in round p , all thesuccessorcando with
respectto the exact datavalue node ! holds is to guessthat

"%#��ku�#���p%� . RecallEquation1 in Section2, the lossof pri-
vacy is de�ned asthe relative probabilityof a nodeholding a
particularvaluewith andwithout the intermediateresult. Let

M���"%#Q��u�#��4p>��O u�#P��p%�D�z"%@EAFC‘� denotethe probability that node !

holdsthevalueu #z�4p%� with theknowledgeof theintermediatere-
sult u�#���p%� and M��4"%#&�<u�#z�4p>��O "%@EAFC‘� denotetheprobabilitywith-
out it. If u # ��p%�£�-" @EAFC , we have M���" # �-u # ��p%��O " @EAFC �•����=>	

asall nodeshavethesameprobabilityholdingtheglobalmax-
imum value.Otherwise,we approximateM���" # �+u # ��p%��O " @EAFC �

with 0 aswe have discussedearlier in Section2. Now let us
look at M���"

#
�6u

#
�4p>��O u

#
�4p>�D�z"

@EAFC
� for bothnaive protocoland

probabilisticprotocolandderive theLossof Privacy ( SUT>M ).
NaiveProtocol. In thenaiveprotocolwhereonly oneroundis
needed,theglobalvalue u

# thatnode ! passeson is thecurrent
maximumvalueof all its previousnodesanditself. Sinceall of
themhave thesameprobability to hold the currentmaximum
value,sowe have M��4"�#{�6u�#z�4p>��O u�#[�4p>�D�z"%@EAFC‘�r�H��=�! . Thusthe
datavaluelossof privacy for node! in naiveprotocolis ��=>!P�>=�	

if u�#‹�`"%@EAFC and ��=>! otherwise.
It is clear that the loss of privacy for node ! in the naive

protocol dependson its position. Nodescloser to the start-
ing nodesuffer a larger loss of privacy. In the worst case,
the startingnode( !��Á� ) hasprovableexposure of its value
to its successor. By average,thelossof privacy is greaterthan

Â

�

#

§

�

�z��=>! VŒ��=>	‹��=>	 . Usingtheinequalityboundfor
Â

�

#

§

�

��=>!

(the 	 th Harmonicnumber[13]), we can derive the average
S5T>M boundfor the naive protocolin Equation5. We cansee
thatit is fairly high especiallywhen 	 is small.

SUT>M&ÃEAF#¨ÄDÅ•


º¨Æ

	

	

(5)

Probabilistic Protocol. The probabilisticmax selectionpro-
tocol requiresmultiple rounds. Sinceaggregatingthe values
a nodepasseson in differentroundsdoesnot helpwith deter-
mining its exactdatavalue,thoughit mayhelpwith determin-
ing the probability distribution of the value,we �rst compute
thelossof privacy for node! at eachround p andthentake the
highestresultin all theroundsas�nal lossof privacy for node

! .
Recalltheprobabilisticcomputationin Algorithm 1, anode

only replacestheglobalvaluewith its own valuewith probabil-
ity �rV€MWq���p%� whenthevalueit receivesis smallerthanits own
value. Thuswe have M���"

#
�¡u

#
��p%��O u

#
��p%�F��"

@BADC
�…�kM���"

#
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u # tx�>��p%��� s �z�ZV°MWq���p%���3~?M��4" # �
u # tx�>��p%��� . We performedan
analysisontheexpectedvaluefor u # �4p>� andderivedanapprox-
imatelower boundof expectedSUT>M for node! in round p . By
taking thehighest(maximum) S5T>M of all roundsfor eachin-
dividual node,we derive theaverageexpectedSUT>M for all the
nodesin Equation6.

Ç

�NS5T>MxÈDq[ÉPÊ A Ê #¤ËÌ#ÎÍ“Ï�#ÎÐ �r)e7†'$Ñ0q �

�

�

qDtx�

s �z�gVJ.0n s /

q�t��

�z� (6)
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Figure5: ExpectedLossof Privacy in DifferentRounds

FromEquation6, we canseethat theexpectedlossof privacy
for the probabilisticprotocoldependson how we choosethe
randomizationparameters.Also intuitively, thehighest(peak)
lossof privacy may happenat differentroundswith different
randomizationparameters.Figure5 plots the behavior of the
boundinsidethe 7Œ'$Ñ functionwith varyingrandomizationpa-
rameters.Figure5(a)showstheeffectof .

n with / setto 1/2. It
is interestingto seethat .

n playsanimportantrole in thelossof
privacy. A larger.

n resultsin a lowerlossof privacy in the�rst
round. The reasonis quite intuitive sincea larger .

n implies
thatmorenodeshaveinjectedrandomizedvaluesinsteadof re-
turning the real currentmax value in the computation. With
a smaller.0n , the lossof privacy graduallydecreasesfrom the
peakof lossastheprotocolconverges.With a larger .dn , such
as.0n•�+� asshown, thelossof privacy startswith 0 in the�rst
roundand increasesin the secondround to the peakof loss,
andthengraduallydecreases.If we comparethepeaklossof
privacy in differentrounds,we concludethat a larger .

n pro-
videsa betterprivacy. Figure5(b) shows the effect of / with

.
n setto 1. We seethata larger / correspondsto a lower loss

of privacy, startingfrom thesecondround,thoughwith asmall
margin. Overall, by tuning the parameters.

n and / , we can
keepthelossof privacy very low. Ourexperimentalevaluation
in Section5 con�rms with our analyticalresultsregardingthe
lossof privacy.

Now we brie�y discussthe lossof privacy underthe sce-
nario wherethe predecessorandthe successorof node ! hap-
pento colludewith eachother. Assumingthatanadversaryhas
intermediateresultsof both u

#
t��%��p%� andu

#
��p%� , wehave M��4"

#
�

u
#

��p%��O u
#

t�����p%�F�zu
#

��p%�F��"
@BADC

�{�³��VžMWq%��p%� whenu
#

t��%��p%�E˜�u
#

��p%� .
Knowing this still doesnot give theadversaryany certaintyin
determiningthe datavalueof node ! , especiallyin the begin-
ning roundswhen M3q��4p%� is large. Intuitively, when M3q���p%� gets

closeto 0, u # tx�>��p%� shouldbealreadygettingcloseto " @EAFC so
thereis verysmallchancefor thedataatnode! to bedisclosed.
It is interestingto notethough,if node! happensto hold " @EAFC

then it will be susceptibleto provableexposure if it hastwo
colludingneighbors.Onetechniqueto minimize theeffect of
collusionis for a nodeto ensurethatat leastoneof its neigh-
borsis trustworthy. This canbeachievedin practiceby having
nodesarrangethemselvesalongthenetwork ring(s)according
to certaintrustrelationshipssuchasdigital certi�catebased[6]
combinedwith reputation-based[20]. Further, we canextend
theprobabilisticprotocolby performingtherandomring map-
ping at eachroundsothateachnodewill have differentneigh-
borsateachround.

5 Experimental Evaluations
This sectionpresentsa set of initial resultsfrom our experi-
mentalevaluationof theprotocolsin termsof correctnessand
privacy characteristics.

5.1 Experiment Setup

Param. Description
	 # of nodesin thesystem

� parameterin top�

.
n initial randomizationprob.

/ dampeningfactorfor randomizationprob.

Table1: ExperimentParameters

Thesystemconsistsof 	 nodes.Theattributevaluesateach
nodearerandomlygeneratedovertheintegerdomain

y

� ���²h�h�h h>• .
We experimentedwith variousdistributions of data,suchas
uniformdistribution,normaldistribution,andzipf distribution.
The resultsare similar so we only report the resultsfor the
uniform distribution. The experimentproceedsby having the
nodescomputetop� valuesusingtheprobabilisticprotocol.We
evaluatetheaccuracy andprivacy properties.Eachplot is aver-
agedover 100experiments.Table1 lists themainparameters
for theexperiments.

5.2 Precisionof Max Selection
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Figure6: Precisionof Max Selectionwith Numberof Rounds

We�rst verify thecorrectnessof theprobabilisticmaxprotocol
( ���+� ). Figure6(a)and(b) show theprecisionwith increasing
numberof rounds( p ) for differentinitial randomizationprob-
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ability ( M&n anddampeningfactor( / ) respectively. We seethat
theexperimentalresultsmatchtheanalyticalboundsin Figure
3. Theprecisionreachesto 100%asthenumberof roundsin-
creases.A smaller M&n resultsin a higherprecisionin the �rst
roundandmakestheprecisiongoupto100%fasterasthenum-
berof roundsincreases,thoughwith asmallmargin. A smaller

/ reachestheperfectprecisionof 100%muchfaster.

5.3 PrivacyCharacteristicsof Max Selection

Weevaluatetheprivacy characteristicsof theprotocolin terms
of their datavaluelossof privacy. In particular, wewantto an-
swera numberof questions.Whatis thelossof privacy during
theexecutionof thealgorithm?How doesthenumberof nodes
affect the privacy characteristics?How do the randomization
parametersaffect theprivacy characteristicsandhow to select
them?How doestheprotocolcompareto thenaiveprotocol?
Lossof Privacy in Differ ent Rounds. We �rst studythe loss
of privacy of the protocol in eachroundduring the execution
with differentrandomizationparameters.Weexperimentedwith
differentnumberof nodesandthetrendsin differentroundsare
similarbut mostpronouncedwith asmallnumberof nodes.So
we only reporttheresultsfor 	X�³‚ to show thedifferentloss
of privacy in differentroundsandwill presentanothersetof ex-
perimentslaterto show theeffectof varyingnumberof nodes.
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Figure7: Lossof Privacy for Max Selectionin DifferentRounds

Figure7(a)and(b) show theaveragedatavaluelossof privacy
for all nodesin differentroundswith varying initial random-
izationprobability(.

n ) anddampeningfactor( / ) respectively.
The resultmatchesour analysisin Section4. With a smaller

M
n , the highestlossof privacy happensin the �rst roundand

it graduallydecreasesastheprotocolconverges.With a larger
M

n (e.g., M
n

�c� ), the lossof privacy is zeroin the �rst round
andreachesthe peakin the secondroundandthengradually
decreases.If we look at the peaklossof privacy, a larger .dn

providesabetterprivacy. In Figure7(b),all threecases( /9��� ,
/*�¡�>=%� , /_�Ò��=�‚ ) startwith zerolossof privacy in the �rst
round, and increaseto the highest(peakloss) in the second
round,anddecreasesas the protocolconverges. A smaller /

resultsin a higherpeaklossof privacy.
In this setof experiments,we have shown the lossof pri-

vacy in differentroundsduring the execution. For the restof
theexperimentswe will take thehighest(peak)lossof privacy
amongall the roundsfor a given nodeto measureits overall

lossof privacy, becausethatgivesusa measureof thehighest
levelof knowledgeanadversarycanobtainregardingthenodes
datavalue.
Effect of Number of Nodes. We now reporttheexperiments
showing how thenumberof nodesaffectsthelossof privacy of
theprotocol.
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Figure8: Lossof Privacy for Max Selectionwith DifferentNumber
of Nodes

Figure8(a)and(b) show theaveragedatavaluelossof privacy
for all nodeswith varinginitial randomizationprobability( M

n )
and dampeningfactor ( / ) respectively. We can that the loss
of privacy decreaseswith increasingnumberof nodes. This
is very intuitive becausethe larger the numberof nodes,the
fasterthe global valueincreasesandthus the lessprobability
thenodeshave to disclosetheir own values.Again, the result
shows thatasmallerM&n and / providea betterprivacy.
Selectionof Randomization Parameters. This setof experi-
mentsis dedicatedto studytheeffectof randomizationparam-
etersonbothprivacy characteristicsandef�ciency of theproto-
col. Recalltheexperimentsdescribedsofarandouranalysisin
Section4,asmaller.

n and / providebetterprivacy but requires
morecostin termsof numberof roundsrequired.Our design
goal is to increasetheef�ciency while minimizing the lossof
privacy. Put differently, we want to selecta pair of .

n and /

parametersthatgivesusthebesttradeoff betweenprivacy and
ef�ciency.
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Figure9: Tradeoff betweenPrivacy andEf�ciency with
RandomizationParameters

Figure 9 shows the loss of privacy on Ó axis and the cost
in termsof numberof roundsfor a given precisionguaran-
tee( ±…�wh›Ô h�ho� ) on Õ axis for varying randomizationparam-
eterpairs(.on ��/ ). We canseethat .0n hasa dominatingeffect
on the lossof privacy while / hasa dominatingeffect on ef-
�ciency. The (.0n��P/ ) pair of �}� ����=���� in the lower left corner
givesa nice tradeoff of privacy andef�ciency. Therefore,we
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will use.0n9�m� and /…�b��=�� asour default parametersfor the
restof theexperiments.
Comparison of Differ ent Protocols. We have discussedthe
naive protocolwith �x ed startingnode,andour probabilistic
protocol.Theexperimentsreportedbelow comparetheproba-
bilistic protocolwith thenaive protocol. For comparisonpur-
poses,we includetheanonymousnaive protocolwhich usesa
randomizedstartingscheme,insteadof �x edstartingnode,to
provide theanonymity of thestartingnode.We show bothav-
erageandworst caselossof privacy for differentnodesin the
system.By worstcase,wemeanhighestlossof privacy among
all the nodesand it typically happensat the startingnodein
the�x edstartingscheme.Ourgoal is to show theeffectivesof
ourprobabilisticprotocoloverthenaiveonesandthebene�t of
randomlyselectingthestartingnode.
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Figure10: Comparisonof Lossof Privacy with Numberof Nodes

Figure10(a)and(b) show theaverageandworstcasedatavalue
lossof privacy for all nodeswith differentnumberof nodes( 	 )
respectively. We make a few interestingobservations. First,
theanonymousstartingschemehasthesameaverageSUT>M as
the naive protocol but avoids the worst casescenario. This
canbe seenin Figure10(b) wherethe naive protocol suffers
a loss of privacy closeto 100% (at the startingnode)while
theanonymousprotocoldoesnotchangesigni�cantly from the
averagecasein Figure10(a). Second,theprobabilisticproto-
col achievessigni�cantly betterprivacy than the naive proto-
cols. It is closeto 0 in mostcases.Finally, all of theprotocols
have a decreasinglossof privacy as the numberof nodesin-
creases.Interestingly, whenthenumberof nodesis suf�ciently
large,theanonymousnaive protocolperformsreasonablywell
comparedto the probabilisticprotocol. However, mostof the
privacy preservingdataintegrationwill beamongtensor hun-
dredsof nodeswith membershipcontrols. A network of size
on theorderof thousandsseldomhappens.

5.4 Precisionof Top-„ Selection

We have presentedresultsfor max protocol so far. Now we
evaluatethe generaltop� protocol in termsof its correctness
andprivacy characteristics.In additionto runningthesameset
of experimentsfor max protocol,we alsorun a setof experi-
mentswith varying � . Sincemostof theresultsweobtainedare
similar to thosefor maxprotocol,we only reportin thesetwo
subsectionsthe resultsfor generaltop� protocolwith varying

� to show theeffectof � .

We �rst verify the correctnessof top� protocol. In order
to evaluatetheprecisionof top-� selection,we �rst de�ne the
precisionmetricweuse.AssumeYZT[.0\ is therealsetof top-�

valuesand K is thesetof top-� valuesreturned.We de�ne the
precisionas O K?Ö|YZT[.0\eO =%\ .
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Figure11: Precisionof Top� Selectionwith Numberof Rounds

Figure11showstheprecisionof thetop� protocolwith increas-
ing numberof rounds( p ) for varying � . Theprecisionreaches
to 100%in all lines after a suf�cient numberof rounds. The
effect of � on the convergenceis not signi�cant. We alsoran
experimentsfor varying 	 with �;
l� andthe resultdid not
show any signi�cant effect.

5.5 PrivacyCharacteristicsof Top-„ Selection

Now wereportthelossof privacy for thegeneraltop� protocol
with varying � andits comparisonto thenaiveprotocol.
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Figure12: Comparisonof Lossof Privacy with �

Figure12(a)and(b) show theaverageandworstcasedatavalue
lossof privacy for all nodeswith varying � . Wecanmakeafew
interestingobservations.We seethattheprobabilisticprotocol
achievessigni�cantly betterprivacy than the naive protocols.
Interestingly, the probabilisticprotocolhasan increasingloss
of privacy as � increases.An intuitive explanationis that the
largerthe � , themoreinformationanodeexposesto its succes-
sorandhencethelargerthelossof privacy.

6 RelatedWork
Privacy relatedproblemsin databaseshave beenanactive and
importantresearcharea. Researchin securedatabases,Hip-
pocraticdatabasesand privacy policy driven systems[12, 4,
2] hasbeenfocusedon enablingaccessof sensitive informa-
tion throughcentralizedrole-basedaccesscontrol. More re-
cently researchhasbeendone in areassuchas privacy pre-
servingdatamining, privacy preservingquery processingon
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outsourceddatabases,andprivacy preservinginformationinte-
gration.

In privacy preservingdatamining[17], themainapproachis
to usedataperturbationtechniquesto hidepreciseinformation
in individual datarecords,asthe primary taskin datamining
is the developmentof modelsand patternsaboutaggregated
data. In databaseoutsourcingscenarios,the main technique
is to usedatapartitioningto evaluateobfuscatedrangequeries
with minimal informationleakage[10, 11]. Thesetechniques
may not apply to informationintegrationtaskswhereprecise
resultsaredesired.

In theinformationintegrationdomain,Agrawal etal. [3] in-
troducedtheparadigmof minimal informationsharingfor pri-
vacy preservinginformationintegration.Underthis paradigm,
a few specializedprotocolshave beenproposed,typically in
a two party setting,e.g.,for �nding intersections[3], and � th
rankedelement[1]. Thoughstill basedoncryptographicprimi-
tives,they achievebetteref�ciency thantraditionalmulti-party
securecomputationmethodsby allowing minimal information
disclosure. As a contrast,our protocol doesnot requireany
cryptographicoperations.It leveragesthemulti-partynetwork
andutilizes a probabilisticschemeto achieve minimal infor-
mationdisclosureandminimal overhead.

Another relatedareais the anonymousnetwork wherethe
requirementis that the identity of a userbe masked from an
adversary. Therehave beena numberof applicationspeci�c
protocolsproposedfor anonymouscommunication,including
anonymousmessaging(OnionRouting[16]), anonymousweb
transactions(Crowds[14]), anonymousindexing (Privacy Pre-
servingIndexes[5]) andanonymouspeer-to-peersystems(Mu-
tual anonymity protocol[19]). Someof thesetechniquesmay
be applicablefor data integration taskswherepartiesopt to
sharetheir informationanonymously. However, anonymity is
a lessstrongrequirementthandataprivacy.

7 Conclusion
We havepresenteda probabilisticprotocolfor top-� selections
acrossmultiple privatedatabases.We formalizedthenotionof
lossof privacy in termsof informationrevealedanddeveloped
anef�cient decentralizedprobabilisticprotocol,which aimsat
selectingtop� dataitemsacrossmultipleprivatedatabaseswith
minimal informationdisclosure.We evaluatedthecorrectness
and privacy characteristicsof the proposedprotocol through
bothformalanalysisandexperimentalevaluations.

Our work on privacy preservingdataintegrationcontinues
along several directions. First, we are extendingand gener-
alizing the privacy analysison the probability distribution of
the datausing aggregatedinformation from multiple rounds.
Second,giventheprobabilisticscheme,it is possibleto design
otherformsof randomizationprobabilityandrandomizedalgo-
rithms. We areinterestedin conductinga theoreticalanalysis
for discovering the optimal randomizedalgorithm. Third, we
plan to relax the semi-honestmodel assumptionand address

the situationswhereadversariesmay not follow the protocol
correctly. Finally, wearedevelopingaprivacy preserving� NN
classi�er on topof thetop� protocol.
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