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Abstract

Advancesn distributed service-orientedomputingandglobal com-
municationshave formeda strongtechnologypushfor largescaledata
integrationamongorganizationsndenterpriseslt is widely obsered
that multiple organizationsin the samemarket sectorsare actively
competingaswell ascollaboratingwith constantlyevolving alliances.
Many suchorganizationswantto nd out the aggregation statistics
aboutsalesin the sectorwithout disclosingsalesdatain their private
databasesPrivag/-preservingdatasharingis becomingincreasingly
importantfor large scalemission-criticaldataintegrationapplications.
In this paperwe presenta decentralizegeerto-peerprotocolfor

supportingstatisticsqueriesover multiple privatedatabasewhile re-
spectingprivagy constraintof participants.ldeally, given a database
gueryspanningnultiple privatedatabasesye wishto computethean-
swerto thequerywithoutrevealingary additionalinformationof each
individual databasepartfrom the queryresult. In practice,a popular
approachs to relaxthis constrainto allow ef cient informationinte-
grationwhile minimizing theinformationdisclosure The paperhasa
numberof uniquecontrikutions. First, we formalizethe notionof loss
of privagy in termsof informationrevealedandproposea dataprivacy
metric. Secondwe proposea novel probabilisticdecentralizegbroto-
col for privagy preservingop selection.Third, we performaformal
analysisof the protocolandalsoexperimentallyevaluatethe protocol
in termsof its correctnessef ciency andprivagy characteristics.

1 Intr oduction

Informationintegrationhaslong beenanimportantareaof re-
searclasthereis greatbene t for organizationsandindividuals
in sharingtheir data. Traditionally, informationintegrationre-
searchhasassumedhat informationin eachdatabaseanbe
freely shared.Recently it hasbeenrecognizedhat concerns
aboutdataprivag increasinglybecomesanimportantaspects
of the dataintegrationbecaus@rganizationsor individualsdo
not wantto revealtheir privatedatabasefor variouslegal and
commerciakeasons.

Application Scenarios. The increasingneedfor privacy pre-
servingdataintegrationis drivenby severaltrends[3]. In the
businessworld, with the push of end-to-endintegration be-
tweenorganizationsandtheir suppliers serviceproviders,and
tradepartnersjnformationsharingmay occuracrossmultiple
autonomougnterpriseskFull disclosureof eachdatabasés un-
desirable.lt is alsobecomingcommonfor enterprisego col-

laboratein certainareasand competein others. This in turn
requiresselectve informationsharing.

Anotherimportantapplicationscenariois driven by secu-
rity. Governmentgenciesealizetheimportanceof sharingin-
formationfor devising effective securitymeasuresFor exam-
ple, multiple agenciesnay needto sharetheir criminal record
databasein identifying certainsuspectsinderthecircumstance
of a terrorist attack. However, they cannotindiscriminately
openuptheirdatabasew all otheragencies.

Suchconcernsf dataprivagy placelimits on the informa-

tion integration. We are facedwith the challengeof datain-
tegrationwhile respectingprivacy constraintsldeally, givena
databasejuery spanningmultiple private databasesywe wish
to computethe answerto the querywithout revealingarny ad-
ditional informationof eachindividual databasapartfrom the
queryresult.
Curr ent Techniquesand Reseach Challenges. Thereare
two main existing techniqueshat one might usefor building
theprivagy preservinglataintegrationapplicationsandwe dis-
cussbelow why they areinadequate.

Onetechniques to useatrustecthird partyandhavethepar
ticipatingpartiesreportthedatato thetrustedthird party, which
performsthedataintegrationtaskandreportsbacktheresultto
eachparty However, nding sucha trustedthird party is not
alwaysfeasible. The level of trustrequiredfor the third party
with respecto intentandcompetencagainssecuritybreaches
is too high. Compromiseof the sener by haclerscouldleadto
a completeprivacy lossfor all participatingpartiesshouldthe
databerevealedpublicly.

The otheris the securemulti-party computationapproach
[9, 8] thatdevelopedtheoreticaimethodsfor securelycomput-
ing functionsover private information suchthat partiesonly
know theresultof thefunctionandnothingelse.However, the
methodsrequire substantialcomputationand communication
costsandareimpracticalfor multi-party large databaserob-
lems.

Agrawal et al [3] recentlyproposeda new paradigmof in-
formation integration with minimal necessansharingacross
private database As a tradeof for ef ciency and practicabil-
ity, the constraintof not revealingarny additionalinformation
apartfrom the queryresultcanbe relaxed sometimego allow



minimal additionalinformationto berevealed.As anexample,
they developedprotocolsfor computingintersectiorandequi-
join betweentwo partiesthat is still basedon cryptographic
primitivesbut moreef cient with minimal informationdisclo-
sure.

Giventhis paradigmyesearctopportunitiesarisefor devel-
oping ef cient specializedprotocolsfor different operations.
Oneimportantoperationis statisticsqueriesover multiple pri-
vatedatabasesuchastop datavaluesof asensitve attribute.
In particular when , it becomeghe max(min)query For
example,a group of competingretail companiesn the same
market sectormaywish to nd out statisticsabouttheir sales,
suchas the top salesrevenueamongthem, but to keepthe
salesdataprivate at the sametime. The designgoal for such
protocolsis two fold. First, it shouldbe ef cient in termsof
both computatiorandcommunicatiorcosts.In orderto mini-
mizethecomputatiorcost,expensve cryptographimperations
shouldbe limited or avoided. Secondjt shouldminimize the
information disclosureapartfrom the query resultsfor each
participant.

Contrib utions and Or ganizations.Bearingthesedesigngoals
in mind, we proposea protocolfor selectingop datavaluesof
a sensitve attribute acrosamultiple (
The paperhasa numberof uniquecontributions. First, we for-
malizethedataprivacy goalandthenotionof lossof privagy in
termsof informationrevealedby proposinga dataprivacy met-
ric (Section2). Secondwe proposea novel probabilisticde-
centralizedprotocolfor privacy preservingop selection(Sec-
tion 3). Third, We performaformal analysisof the protocolin
termsof its correctnessef ciency and privacy characteristics
(Section4) and evaluatethe protocol experimentally(Section
5). We provide a brief overview of therelatedwork (Section6)
andconcludethe papemwith asummaryanda brief discussion
of futurework (Section?).

2 Privacy Model

In this sectionwe de ne the problemof top queriesacross
privatedatabasedNe presenthe privacy goalthatwe focusin
the paper followed by privacy metricsfor characterizingand
evaluatinghow the privacy goalis achieved.

Problem Statement. The input of the problemis a setof pri-
vate databases, . A top queryisto
nd outthetop valuesof a commonattribute of all the in-
dividual databasesWe assumeall datavaluesof the attribute
belongto a publicly known datadomain. Now the problemis
to selectthetop valueswith minimal disclosureof the data

valueseachdatabaséasbesideghe nal result.

2.1 Adversary Model

We adoptthe semi-honestnodel [8] thatis commonly used
in multi-party securecomputationresearcHor privacy adwer
saries. A semi-honesparty follows the rules of the protocol,
butit canlaterusewhatit seesluringexecutionof the protocol

) privatedatabases.

to compromisentherparties'dataprivacy. Suchkind of beha-
ior is referredto as honest-it-curiousbehaior [8] andalso
referredto aspassie logging [18] in researclon anorymous
communicatiorprotocols.

The semi-honesinodelis realisticfor our context basedon
thefollowing obsenation. Todaymultiple organizationsn the
samemarket sectorsareactively competingaswell ascollab-
oratingwith constantlyevolving alliances.Thesepartiesoften
wishto nd outaggreationstatisticsof their salessuchasthe
total salesor thetop salesamongthemin a givencateyory or
time period, while keepingtheir own salesdataprivate. As a
result,eachparticipatingparty will wantto follow the agreed
protocolto getthe correctresultfor their mutualbene ts and
at the sametime reducethe probability andthe amountof in-
formationleak (disclosure)abouttheir privatedataduring the
protocolexecutiondueto competitionor otherpurposes.

Otheradwersarymodelsinclude maliciousmodelwherean
adwersarycan misbehae in arbitrary ways. In particular it
canchangeits input beforeenteringthe protocolor eventer
minatest arbitrarily. Possibleattacksunderthis modelinclude
spoo ng attackandhiding attackwherean adwersarysendsa
spoofeddataseir deliberatelyhidesall or part of its dataset
andleadsto a pollutedqueryresult.We planto studythe mali-
ciousmodelin our futurework.

2.2 Privacy Goal

We focusonthedataprivacy goalfor top queriesn thispaper
Ideally, besideghe nal top resultsthatarepublic to all the
databasesjodesshouldnot gain any moreinformationabout
eachothersdata. As we have discussecarlier with a central-
ized third party approachall participatingorganizationswill
have to trust this third party and disclosetheir private datato
thethird party, whichis notonly costlyin termsof legalandad-
ministrationprocedurebut alsoundesirabldy mary. We pro-
posea decentralizegpproachwithout ary third trustedparty.
Our goalis to minimize dataexposureamongthe multi-parties
apartfrom the nal resultof thetop query

We describethe differenttypesof dataexposurewe con-
sider and discussour ultimate privacy goal in termsof such
exposures. Givena node anda datavalue it holds, we
identify the following dataexposuresn termsof the level of
knowledgean adwersarycandeduceabout : (1) Datavalue
exposue: anadwersarycanprovetheexactvalueof  ( ),
(2) Datarange exposue: anadwersarycanprove the rangeof

( ) eventhoughit may not prove its exactvalue,
and (3) Data probability distribution exposue: an adwersary
canprove the probabilitydistribution of ~ ( ) even
thoughit may prove neitherits rangenor exactvalue.

Both datavalueanddatarangeexposuresanbe expressed
by dataprobability distribution exposure,n otherwords,they
are specialcasesof probability distribution exposure. Data
valueexposureis againa specialcaseof datarangeexposure.
Intuitively, datavalueexposureis the mostdetrimentalbprivacy



breach.Dueto the spacerestriction,we will focusour privacy
analysison the datavalueexposuresn therestof this paper

Similar to the exposuresat individual node, we can con-
siderdataexposuredrom the perspectie of a group of nodes
by treatingthis subsetof nodesas an entity. Note that even
if a groupsprivagy is breachedan individual node may still
maintainits privacy to someextent. For example,anadwersary
may be ableto prove thata groupof nodeshasa certainvalue
but it is not certainwhich exact nodehasthe value. In other
words,the -anorymity [15] is preseredgiventhesize of
thegroup.

Theprivacy goalwe aim atachieving is to minimizethede-
greeof datavalue exposuresfor eachindividual node. This
includesthe principle thatwe aretreatingall the nodesin the
systemequallyandno extra considerationsvill begivento the
nodeswho contritute to the nal top values(e.g.,the node
who ownsthe global maximumvalue). In additionto protect-
ing the dataexposureof eachnode, a relatedgoal could be
protectingthe anorymity of thenodeswho contributeto the -
nal results,thoughit is not the focus of this paperdueto the
spacdimitation.

2.3 Privacy Metrics

Giventhedataprivacy goal,we needto characteriz¢hedegree
with which the privagy is attained. The key questionis how
to measurethe amountof disclosureduring the computation

andwhat privacy metricsare effective for suchmeasurement.

Concretely we needto quantify the degree of dataexposure
for asingledataitem thatnode holds.Letus rst consider
an existing metric anddiscusswhy it is inadequate We then
proposea generabndimprovedmetricfor dataprivacy.

The metric that one might useis the probabilistic privacy
spectrum[14] proposedfor web transactionsanorymity and
was also adoptedfor documentownershipprivagy later [5].
Now we needto evaluatewhetherwe canadaptit for our data
privagy purpose. Assumingan adwersaryis able to make a
claim aboutthe datavalue (e.g., ), basedon the
intermediateresultit seesduring the execution. The privacy
spectruncanbede ned basedntheprobabilitythattheclaim
is true. On oneextremeis provably exposedwherean adwer
sarycanprovethat (with probabilityof 1). Ontheother
extremeis absoluteprivacy wherean adwersarycannotdeter
minetheexactvalueof  (with probability of 0). In between,
therearepossibleinnocencenvherethe claimis morelikely to
betrue,andprobableinnocencenherethe claim is lesslikely
to betrue. A particularlyinterestingnotionis beyondsuspicion
whereanodeis nomorelikely to have avaluethatsatis esthe
claim thanary othernodesin the system.This is alsoknown
as -anorymity aswe have mentioneckarliet

A closerlook atthe spectrunshowvsthatit doesnot capture
the importantdifferencesamongdifferentclaimsfor our data
privagy concerns. Consideran adwersarythat makesa claim

afterexecutinga maxquery( ) andthe probability

of theclaimbeingtrueis , i.e. therearesomenode(s)n the
systemthat have the valuebut noneis morelikely thanothers
to have it. By the privacy spectrumthe degreeof datavalue
exposurefor the nodeis beyond suspicion However, if

, Where denoteghe nal maximumvalue,it should
not be consideredas a privacgy breachat all. This is because

is public informationto all the nodesafter the protocol
and every nodehasa probability holding . Onthe
other hand, if , thenit is indeeda privagy breach
becauseother nodeswould not haven known anything about
thevalue by justknowing

In fact, suchdifferencesamongdifferent claims are more
obviousandimportantfor datarangeprivagy. Intuitively, adata
rangeexposurewith avery preciseg(small)rangeis muchmore
severethanthosewith a large range. For example, consider
the casewherean adwersaryis ableto prove . By the
privagy spectrumnode hasprovable exposue regardingits
datarange.However, theseverity of the privacy breachactually
varies(decreaseas increases)At theextreme,if
it shouldnot be consideredasa privacy breachat all because

is known to all the nodesafterthe nal resultof
is returned.

We proposea generametric- lossof privacy - to character
ize how severeadataexposurds by measuringherelative loss
in thedegreeof exposurelLet denotethe nal resultsetafter
theexecutionand  denotetheintermediateaesultsetduring
theexecution.Let denotetheprobabilityof  be-
ing true giventhe nal resultandtheintermediateesults,and
similarly, the probability given only the nal result.
We de ne Lossof Privag ( ) in Equationl. Intuitively,
this givesus a measuref theadditionalinformationanadwer-
sarymayobtaingiventheknowledgeof theintermediateresult
besideghe nal queryresult.

1)

We illustratethe metricfor datavalueprivacgy in the context of
top querieswhere isintheform of and isthe nal
top valuesdenotedas f , every nodehas
thesameprobabilityto hold sowehave

. Otherwise( ), it is closeto impossiblefor an
adwersaryto guessthe exact value of a nodegiven only the
nal result. This is especiallytrue whenthe datadomainis
large enoughbecausa nodecantake ary of thevaluesin the
datadomain. So we approximate with 0.
Thusthe is slightly smallerwhen In the
caseswhereall an adwersaryknows is that somenodein the
systemhasa value equalto , we have

and

Giventhede nition of for a singledataitem at a sin-
gle node,we de ne for a nodeasthe average for
all the dataitemsusedby a nodein participatingthe protocol.
Intuitively, whennodesparticipatethe protocolwith theirlocal



top values,the morevaluesthatgetdisclosedthe largerthe
for the node. We measurehe privacy characteristicgor
thesystemusingthe average of all thenodes.

3 The DecentralizedProtocol

In this sectionwe describea decentralizeccomputationpro-
tocol for multiple organizationgo computetop queriesover

privatedatabase@odes)wvith minimuminformationdisclo-
surefrom eachorganization.

Bearingthe privagy goal in mind, we identify two impor-
tantprinciplesfor our protocoldesign.First, the outputof the
computationat eachnode should prevent an adwersaryfrom
being able to determinethe nodesdata value or datarange
with ary certainty Secondthe protocolshouldbe ableto pro-
ducethecorrect nal outputof atop query(effectivenessjn a
smallandboundechumberof roundsof communicatioramong
the nodes(efciency). Usingtheseprinciplesasthe design
guidelineswe proposea probabilisticprotocolwith arandom-
izedlocalalgorithmfor top queriesacross privatedatabases
( ). To facilitatethe discussiorof our protocol,we rst
presenta naive protocol as the intuitive motivation and then
describethe rationalandthe algorithmicdetailsof our decen-
tralizedprobabilisticprotocol.

3.1 A Naive Protocol

Considera groupof databasesvho wish to selectthe max
value ( ) of a commonattribute. A straightforvard way
to computethe result without a centralsener is to have the
nodesarrangedn aring in which aglobalvalueis passedrom
nodeto nodealongthering. The rst nodesendsits valueto
its successorThe next nodecomputeshe currentmax value
betweerthevalueit getsfrom its predecessandits own value
andthenpasseshe currentmaxvalueto its successorAt the
endof theround,theoutputwill betheglobalmaxvalue.

Clearly, the schemedoesnot provide good data privagy.
First, the startingnodehasprovable exposue to its successor
regardingits value. Second,the nodesthat are closeto the
startingnodein thering have afairly high probability disclos-
ing their values.A randomizedstartingschemecanbe usedto
protectthe startingnodeandavoid the worst casebut it would
not helpwith the averagedatavaluedisclosureof all thenodes
on thering. In addition, every node ( ) suffers
provableexposuke to its successoregardingits datarange,i.e.
the successoknows for surethatnode hasa value smaller
thanthevalueit passe®n. Thisleadsusto considemlternatie
protocolsfor betterprivacy preseration.

In therestof this sectionwe presenbur probabilisticproto-
col. We rst giveabrief overview of thekey componentsf the
protocolandthenusethe max (min) queries(thetop queries
with ) to illustratehow thetwo designprinciplesareim-
plementedn the computatioriogic usedat eachnode(private
databasefo achieve the necessaryninimumdisclosureof pri-
vateinformation(our privacy goal).

3.2 Protocol Structure

The protocolis designedo run over a decentralizechetwork

with aring topology and consistsof the nodecommunication
schemethe local computatiormoduleandinitialization mod-

ule ateachnode.

Ring Topology. Nodesare mappedinto a ring randomly
Eachnode hasa predecessoand successor It is important
to have the randommappingto reducethe caseswheretwo
colluding adwersariesare the predecessoand successoof an
innocentnode.We will discusanoreonthisin Section4.

Communicatiorprotocol. The communicatioramongthe
nodesis from a nodeto its successorEncryptiontechniques
canbe usedso that dataare protectedon the communication
channel. In casethereis a nodefailure on the ring, the ring
canbereconstructedrom scratchor simply by connectinghe
predecessaandsuccessoof thefailednode.

Local computationmodule The local algorithmis a stan-
dalonecomponenthateachnodeexecutesndependentlyNodes
follow the semi-honesmodelandexecuteghe algorithmcor-
rectly.

Initialization module Theinitialization moduleis designed
to selectthe startingnodeamongthe  participatingnodesand
theninitialize a setof parametersisedin thelocal computation
algorithms.

In this paperwe do not handlethe dataschemaheterogene-
ity issues.We assumehatthe databaseschemasndattribute
namesareknown andarewell matchedacross nodes.Read-
erswho areinterestedn this issuemay referto [7] for some
approacheto the problemof scheméheterogeneity

3.3 Privacy Presewnving Max Selection

Beforegoinginto detailsof theprotocol,we rst presenthelo-
calcomputatiorcomponenbf theprotocolfor max(min)queries
(thespecialcaseof top with ) over privatedatabases.
Thiswill helpreaderauinderstandhekey ideasandtechniques
usedin our protocoldesign.We describethe generalprotocol
for top queriesin next subsection.

The intuitive ideaof usinga probabilisticprotocolis to in-
ject somerandomizationinto the local computationat each
node suchthatthechanceof datavaluedisclosureateachnode
is minimizedandatthesamdimetheeventualresultof thepro-
tocolis guaranteedo be correct. Concretelythe protocolper
forms multiple roundsin which a global valueis passedrom
nodeto nodealongthering. A randomizatiorprobabilityis as-
sociatedvith eachroundanddecreaseih thenext roundto en-
surethatthe nal resultwill be producedn aboundechumber
of rounds.During eachround,nodesinject certainrandomiza-
tion in their local computationwith the givenprobability. The
randomizatiorprobability is eventuallydecreasedb 0 so that
theprotocoloutputsthe correctresult.

Randomization Probability. We rst de ne the randomiza-
tion probability. It startswith aninitial probability denotedas



in the rst roundanddecreaseexponentiallywith a damp-
eningfactordenotedas , sothatit tendsto O with sufcient
numberof rounds.Formally, therandomizatiorprobability for
round denotedas is de ned asfollows:

)

RandomizedAlgorithm. Eachnodeuponrecevingtheglobal
valuefrom its predecessoperformsthe local randomizedal-
gorithm, and passeshe outputto its successorThe coreidea
of this algorithmis to determinewvhen(theright time) to inject
randomizatiorandhow much(the right amountof randomiza-
tion) in orderto implementthe two designprinciplesof the
protocol: namely the outputof the algorithm shouldprevent
anadwersaryfrom inferring the value or rangeof the datathat
the nodeholdswith arny certainty;andthe randomizecdutput
shouldnot generatepotentialerrorsthatleadto incorrect nal
outputof theprotocol.

Algorithm 1 Local Algorithm for Max Protocol(executedoy
node atround )

INPUT: ,

, OUTPUT:
if then

else
with probability a randomvalue between
with probability

endif

A sketch of the randomizedalgorithmis givenin Algorithm
1 for node atround . The algorithmtakestwo inputs: (1)
the globalvaluenode recevesfrom its predecessor in
round , denotedas , and (2) its own value, denoted
as . Thealgorithmcompareghesetwo input valuesandde-
terminesthe outputvalue, denotedas , in the following
two cases.First, if the globalvalue is greaterthanor
equalto its own value , node simply returnsthe currentlo-
cal maximumvalue( in this case).Thereis no needto
inject ary randomizatiorbecausehe nodedoesnot exposeits
own valuein this case. Secondf is smallerthan ,
insteadof always returningthe currentlocal maximumvalue
( inthiscase)node returnsarandomvaluewith probability

, andonly returns with probability . Theran-
domvalueis generatediniformly from therange
Notethattherangeis openendedat to warrantthatthe node

will notreturn whenwe wantto returnaconstrainegdandom
valueinsteadof theactual

Suchrandomizatiorhasa numberof importantproperties.
First, it successfullypreventsan adwersaryfrom deducingthe
valueorrangeof  with ary certainty Thisis becaus¢he out-
putof node canbeeitherarandomvalue,or theglobalvalue
passedy the predecessoof node , or its own value . Sec-
ond, the global value monotonicallyincreasesasit is passed

alongthering, evenin therandomizatiorcase.Recallthecase
whenrandomizations injected,therandomvalueoutput
canbe smallerthan but hasto be greaterthanor equalto
, Which ensureghatthe global valuekeepsincreasing.
Thismonotonicincreasingpropertyfurtherminimizestheneed
for othernodesafternode to haveto disclosetheirown values
becausehey cansimply passontheglobalvalueif it is greater
thantheir own values. Finally, the randomizedvaluewill not
generateary potentialerrorsfor the protocolbecausaet is al-
wayssmallerthan andthussmallerthantheglobalmaximum
value. It will bereplacedy thevaluethatis heldeitherby the
node itself or ary othernodethat holdsa greatervaluein a
laterroundastherandomizatiorprobabilitydecreasedie will
analyzethe correctnessnddatavalueprivagy of the protocol
formally in Section4.
Protocol Details. We now walk throughthe protocol by de-
scribingtheinitiation processthecommunicatiorschemegom-
binedwith thelocal computatioriogic.

At theinitiation state,every nodein the network sortstheir
valuesandtakesthe local max valueto participatethe global
maxselection.Theprotocolrandomlychooses nodefrom the

participatingnodes,sayindexed by with . In addi-
tion, the initialization modulewill setthe default globalvalue
tothelowestpossiblevaluein thecorrespondinglatado-
main, andinitialize the randomizatiorprobabilitywith , the
dampenindactor (recallSection3.2),andtheroundcounter
. The key ideaof usinga randomizedselectionschemefor
startingnodeis to presere the anorymity of the startingnode
so an adwersarydoesnot know wherethe protocol startfrom
andhenceprotectingthe startingnode.

Uponthecompletionof theinitiation processthelocalcom-
putationmoduleis invokedatnode . Eachnode , uponrecev-
ing the global value from its predecessoat round
executeghe local computationalgorithm,and passeghe out-
put to its successorAt the endof eachround  ( ),
thelastnode passeshecurrentglobalvalue to the rst
node,which senesasthe input atthe rst nodein
round . Theprotocolterminatestthestartingnodeaftera
sufcient numberof rounds.We will discusshow to determine
the numberof roundsneededandwhatwe meanby suf cient
in Sectiond. It is interestingo notethatif we settheinitial ran-
domizationprobabilityto beO ( ), theprotocolis reduced
to thenaive deterministicprotocol.

Figure 1 shavs an examplewalk-throughof the protocolover
a network of 4 nodes,initialized with and
Assumethe protocolstartsfrom nodel with theinitial global
value . In the rst round( ), therandomization
probability isinitializedto 1, soif anoderecevesavalue
smallerthanits own value,it will alwaysreturnarandomvalue
betweertherecevedvalueandits own value.As aresult,node
1returnsarandomvaluebetweerf0,30),say16. Node2 passes
16to node3 becausét is greaterthanits own value10. Node
3 returnsarandomvaluebetween16,40),say 25, sincevalue
16 is smallerthanits own value40. Node passewvalue 25 to
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Figurel: lllustrationfor Max ProtocolWalk-through

the rst nodebecausst is greaterthanits own value 20. In
thesecondound( ), therandomizatiorprobability
decreaset accordingto equation2. As aresult,nodel
returnsits own value30. Node?2 passe®n value30. Node3
returnsarandonvaluebetweerj30,40),say32. Node4 passes
on value 32. In the third round ( ), the randomization
probability decrease$o 1/4. Node 1 andNode 2 both
passon thevalue32. Node3 nally returnsits own value40
andnode4 passe®nthevalue40. In theterminationroundall
nodessimply passe®nthe nal result.

Thisexampleillustrateshow our probabilisticprotocolworks
andwhy our protocolensureghateachnoderetainsgoodpri-
vagy aboutthe exactvalueandtherangeof their data.lt is im-
portantto notethattherandomselectiorschemdor thestarting
nodeplaysanimportantrole for preservinggoodprivacy of the
startingnode. For instance,in the abore example,if nodel
wasknown asthe startingnode,thenuponreceving 16 from
nodelin the rst round,node2 knowsfor surethatnodel has
avaluegreaterthan16, leadingto the datarangeexposurefor
nodel.

We provide an analyticalmodelto formally studythe cor
rectnes@anddatavalueprivacy of the protocolin Sectiord and
reporttheresultof our experimentakevaluationin Section5.

3.4 PrivacyPresewving Top- Selection

Now we describethe generalprotocol for top selection. It
works similarly asthe maxselectionprotocol( ) in terms
of the probabilisticscheme.The compleity of extendingthe
protocolfrom maxto generatop liesin thedesignof theran-
domizedalgorithm.

At the protocolinitial step,eachnode rst sortsits values
andtakesthe local setof top valuesasits local top vector
to participatein the protocol,sinceit will have at most val-
uesthatcontrituteto the nal top result. Similar to the max
selectionprotocol, the initialization modulerandomlypicks a
nodefrom the participatingnodesasthe startingnode, ini-
tializesthe globaltop vectorto the lowestpossiblevaluesin
the correspondinglatadomain,setsthe round counter , and

initializestherandomizatiorprobability andthedampening
factor (recallEquation2in Section3.3).

The protocol performsmultiple roundsin which a current
globaltop vectoris passedrom nodeto nodealongthering
network. Eachnode , uponreceving the global vectorfrom
its predecessoat round , performsa randomizedalgorithm
andpassests outputto its successonode. The startingnode
terminateghe protocolaftera sufcient numberof rounds.

Randomized Algorithm. The randomizedalgorithmis the
key componenbf the probabilistictop selectiorprotocol.We
wantthe algorithmto have the samepropertiesasthoseof the
maxselectioralgorithm(Algorithm 1) whendecidingtheright
time andthe right amountof randomizatiorto inject, namely
to guarante¢hecorrectnessn onehandandminimizethedata
valuedisclosureontheotherhand.For example we canusethe
samddeaof generatingandonmvaluesandinjecttheminto the
outputof the globaltop vectoratnode ( ) in or-
derto hide the nodesown values. However, with  valuesin
thelocaltop vector we needto make surethatthe randomly
generatedralueswill eventually be shifted out from the nal

globaltop vector In otherwords,it is not asstraightforvard
asin the max selectionalgorithmwherea randomvalueless
thananodesvaluewill bereplacedaventually

Algorithm 2 Local Algorithm for Top Protocol(executedby
node atround )

INPUT: , ,OUTPUT
topK( )

if then

else

with probability
with probability

sortedlist of randomvalues
from| , )
endif

Algorithm 2 givesa sketchof arandomizedalgorithmfor gen-
eraltop selectionwith respectto node executingat round
The input of the algorithmis (1) the global vector node
recevesfrom its predecessor in round , denotedas
, and(2) its localtop vector denotecas . Theout-
putof thealgorithmis theglobalvectordenotedas . Note
thatthe global vectoris an orderedmultisetthat may include
duplicatevalues.
The algorithm rst computesthe real currenttop vector
denotedas , overtheunionof thesetof valuesin
and , say usinga memgesortalgorithm. It thencomputesa
sub-\ectorof ,denotedchs , whichcontainsonly thevalues
of thatcontributeto the currenttop vector by taking
asetdifferenceof thesetof valuesin and . Note




that the union and set differencehereare all multisetopera-
tions. Thealgorithmthenworksundertwo cases.

Casel: Thenumberof elementsn , ,is 0, i.e. node
doesnot have ary valuesto contrikbute to the currenttop .
In this case,node simply passeson the global top vector
asits output. Thereis no randomizatiomeedede-
causethenodedoesnot exposeits own values.

Gi(n)

1-P,(1) =

i)

Figure2: lllustrationfor Top Local Algorithm

Case2: Node contributes valuesin the
currenttop . Figure 2 gives an illustrative example where
and . In this case,node only returnsthe real
currenttop ( ) with probability . Notethata
nodeonly doesthis once,i.e. if it insertsits valuesin a cer
tain round, it will simply passon the global vectorin the rest
of therounds.With probability , it copiesthe rst

valuesfrom andgeneratdast valuesrandomlyand
independentlyrom [ ,
), where denoteghe th (last)itemin ,

denoteghe thitemin ,and
denotesa minimumrangefor generatinghe randomvalues.
Thereasorfor generating randomvaluesis becausenly the
last valuesin the outputareguaranteedo be shiftedoutin
alaterroundwhenthe nodeinsertsits real valuesif the global
vectorhasnot beenchangedy othernodes.The rangeis de-
signedis sucha way thatit increaseshe valuesin the global
vectorasmuchaspossiblewhile guaranteeingherandomval-
uesdo notexceedthesmallestvaluein thecurrenttop sothey
will be eventuallyreplaced.In anextremecasewhen ,
thecurrenttop vectoris equalto , it will replaceall val-
uesin theglobalvectorwith randomvalues,eachrandomly
picked from the rangebetweenthe rst item of and
the th (last)item of
It is worth noting thatwhen thelocaltop selection
algorithmbecomeshesameasthelocalalgorithmfor maxpro-
tocol. Wereportour experimentakvaluationonthecorrectness
andprivagy characteristicef thegenerabrotocolin Sections.

4 Analysis

We conducteda formal analysison the max protocolin terms
of its correctnessf ciency, andprivacy characteristics.

4.1 Correctness

Let denotethe global value at the end of round and
denotethe probability that is equalto
the global max value . At round , If the

globalvaluehasnot reached , the nodeswho own
have a probability to replacethe global valuewith

. Oncethe global valuereaches , all nodessimply
passit on. Soafterround , the global valuewill be equalto

aslong asoneof the nodesthatowns hasreplaced
theglobalvaluewith in ary of thepreviousrounds.Thus
the probability of the protocolreturningthe global maximum
value afterround canbe computedas

If we substitute with by

Equation2, we canderive thefollowing equation:

®3)

Equation3 shaws that, for ary and ,
theprecisionboundincreasesnonotonicallywith increasing .
For ary given numberof nodes,we can make the computed
global value equalto the global max valuewith a probability
very closeto 1 by increasinghe numberof rounds.
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Figure3: PrecisionGuaranteavith Numberof Rounds

Figure3(a)and(b) plot the precisionboundin equation3 with
increasingnumberof rounds( ) for varyinginitial randomiza-
tion probability( ) anddampenindactor( ) respectiely. We
canseethatthe precisionincreasesvith thenumberof rounds.
A smaller witha x ed resultsin a higherprecisionin the
earlierround andreacheghe nearperfectprecisionof 100%
faster A smaller witha xed makesthe protocolreach
thenearperfectprecisionof 100%evenfaster

4.2 Efciency

Now we analyzethe ef ciency of the protocolin termsof the
computatiorandcommunicatiorcost. Thecomputatiorateach
nodein the protocoldoesnotinvolve ary cryptographicoper
ationsand shouldbe negligible comparedo the communica-
tion costover anetwork of nodes.The communicatiorcost



is determinedby two factors. The rst is the costfor a sin-

gleroundwhichis proportionalto the numberof nodeson the

ring. The seconds the numberof roundsthatis requiredfor

a desiredprecision. For ary , We can deter

mine a minimum numberof rounds,denotedby , such

thattheresultis equalto the globalmaxvaluewith the proba-
bility greaterthanor equalto . Sincewe have

- —  from Equa-

by requiring

. We solwe this equationandderive a

minimumnumberof roundsfor the desiredprecision( ) as
follows:

tion 3, we canensure
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Figure4: RequiredNumberof Roundswith PrecisionGuarantee
We can seethat the minimum numberof rounds scales
well with thedesiredorecision( ) in theorderof
Figure 4(a) and (b) plot the minimum numberof roundsm
Equation4 for varyingerrorbound( ) with varyinginitial ran-
domizationprobability () anddampeningactor( ) respec-
tively. Notethatthe X axisis of logarithmicscale.We cansee
thatthe protocolscaleswell with increasingdesiredprecision
(decreasing). In addition,a smaller andasmaller are
desiredfor betteref ciency with  having alargereffectonthe
reductionof therequirednumberof rounds.

It is importantto notethatthe minimum numberof rounds
is independenbf the numberof nodes. Hence,the overall
communicationcostis proportionalto the numberof nodes.
Onepossibleway to improve the ef ciency for a systemwith
a larger numberof nodesis to breakthe setof nodesinto
a numberof small groupsandhave eachgroup computetheir
groupmaximumvaluein parallelandthencomputethe global
maximumvalueat designatesiodeswhich couldberandomly
selectedrom eachsmallgroup.

4.3 Data Value Privacy

In additionto ensuringcorrectoutputandincreasingef ciency
of the protocol,anotherimportantgoal of the protocolis pre-
servingthedataprivacy of individual participatingnodesn the
network. The communicatiorbetweemodesconsistof send-
ing the currentglobalvaluefrom onenodeto its successorAn

adwersarymay utilize the valueit recevesfrom its predeces-
sorto try to gaininformationaboutthe dataits predecessand
other nodeshold. We dedicatethis sectionto analyzingthe
lossof datavalueprivacgy in the protocolusingthe metric we
proposedn Section2.

Without loss of generality we assumethe protocol starts
from nodel. We now analyzethe loss of privacy for node
with value . Sincenode passedts currentglobalvalue
to its successor in round , all the successocando with
respectto the exact datavalue node holdsis to guessthat

. RecallEquationl in Section2, the loss of pri-

vag is de ned astherelative probability of a nodeholding a

particularvaluewith andwithout the intermediateresult. Let
denotethe probability that node

with theknowledgeof theintermediatee-

denotetheprobabilitywith-

holdsthevalue
sult and
outit. If , we have

asall nodeshave the sameprobability holdingthe globalmax-
imum value. Otherwise we approximate

with 0 aswe have discusseckarlierin Section2. Now let us
look at for both naive protocoland
probabilisticprotocolandderive the Lossof Privagy ( ).

Naive Protocol. In the naive protocolwhereonly oneroundis
neededtheglobalvalue thatnode passe®nisthecurrent
maximumvalueof all its previousnodesanditself. Sinceall of
themhave the sameprobability to hold the currentmaximum
value,sowe have . Thusthe
datavaluelossof privacy for node in naive protocolis

if and otherwise.

It is clearthat the loss of privagy for node in the naive
protocol dependson its position. Nodescloserto the start-
ing node suffer a larger loss of privagy. In the worst case,
the startingnode ( ) hasprovable exposue of its value
to its successorBy averagethelossof privagy is greaterthan

. Usingtheinequalityboundfor
(the th Harmonicnumber[13]), we can derive the average
boundfor the naive protocolin Equation5. We cansee
thatit is fairly high especiallywhen is small.

— (6)

Probabilistic Protocol. The probabilisticmax selectionpro-
tocol requiresmultiple rounds. Since aggreatingthe values
anodepasse®n in differentroundsdoesnot help with deter
mining its exactdatavalue,thoughit may helpwith determin-
ing the probability distribution of the value,we rst compute
thelossof privagy for node ateachround andthentakethe
highestresultin all theroundsas nal lossof privacy for node

Recallthe probabilisticcomputatiorin Algorithm 1, anode
only replacegheglobalvaluewith its own valuewith probabil-
ity whenthevalueit recevesis smallerthanits own
value. Thuswe have



. We performedan
analysisontheexpectedvaluefor andderivedanapprox-
imatelower boundof expected for node inround . By
taking the highest(maximum) of all roundsfor eachin-
dividual node,we derive the averageexpected for all the

nodesin Equation6.

— (6)

)
o
o
[oe)

—— p0=1/4
-+- p0=1/2
A p0=1

—— d=1/4
- d=1/2
A d=3/4

o
o
o
o

o
N
I
N

RANN
A

Expected L%ss of Privacy
D
£
Expected L%ss of Privacy
s
>

2 4 6 8 2 4 6 8
# nf raninde () A=112 # nf raninde (1) nN—=1

(a) (b)

Figure5: Expected_ossof Privagy in DifferentRounds

From Equation6, we canseethatthe expectedossof privacy
for the probabilisticprotocol dependson how we choosethe
randomizatiormparametersAlso intuitively, the highest(peak)
lossof privacy may happenat differentroundswith different
randomizatiorparametersFigure5 plots the behaior of the
boundinsidethe functionwith varyingrandomizatiompa-
rametersFigure5(a)shovstheeffectof  with setto 1/2. 1t
isinterestingo seethat  playsanimportantrolein thelossof
privagy. A larger  resultsin alowerlossof privagy in the rst
round. The reasonis quite intuitive sincea larger  implies
thatmorenodeshave injectedrandomized/aluesinsteadof re-
turning the real currentmax valuein the computation. With
asmaller ,thelossof privagy graduallydecreasefrom the
peakof lossasthe protocolcorverges. With alarger , such
as asshaown, thelossof privagy startswith O in the rst
round andincreasesn the secondroundto the peakof loss,
andthengraduallydecreaseslf we comparethe peakloss of
privagy in differentrounds,we concludethata larger  pro-
videsa betterprivagy. Figure5(b) shavs the effect of ~ with

setto 1. We seethata larger correspondso alower loss
of privagy, startingfrom thesecondound,thoughwith asmall
margin. Overall, by tuning the parameters and , we can
keepthelossof privagy very low. Our experimentakevaluation
in Section5 con rms with our analyticalresultsregardingthe
lossof privagy.

Now we brie y discussthe loss of privacy underthe sce-
nario wherethe predecessoandthe successoof node hap-
pento colludewith eachother Assumingthatanadwersaryhas
intermediateesultsof both and , wehave

when .
Knowing this still doesnot give the adversaryary certaintyin
determiningthe datavalue of node , especiallyin the begin-
ning roundswhen is large. Intuitively, when gets

closeto 0, shouldbe alreadygettingcloseto SO
thereis very smallchanceor thedataatnode to bedisclosed.
It is interestingto notethough,if node happengo hold
thenit will be susceptiblgo provable exposue if it hastwo
colluding neighbors.Onetechniqueto minimize the effect of
collusionis for a nodeto ensurethat at leastone of its neigh-
borsis trustworthy. This canbeachievedin practiceby having
nodesarrangethemselesalongthe network ring(s) according
to certaintrustrelationshipsuchasdigital certi cate based6]
combinedwith reputation-baseff0]. Further we canextend
the probabilisticprotocolby performingtherandomring map-
ping ateachroundsothateachnodewill have differentneigh-
borsateachround.

5 Experimental Evaluations

This sectionpresentsa set of initial resultsfrom our experi-
mentalevaluationof the protocolsin termsof correctnessnd
privagy characteristics.

5.1 Experiment Setup

Param.| Description

# of nodedn thesystem
parametem top

initial randomizatiorproh.

dampenindactorfor randomizatiorproh

Tablel: ExperimentParameters

Thesystemconsistof nodes.Theattributevaluesateach
nodearerandomlygeneratedvertheintegerdomain .
We experimentedwith variousdistributions of data,suchas
uniform distribution, normaldistribution, andzipf distribution.
The resultsare similar so we only report the resultsfor the
uniform distribution. The experimentproceeddy having the
nodescomputeaop valuesusingtheprobabilisticprotocol. We
evaluatetheaccurag andprivacy properties Eachplotis aver-
agedover 100 experiments.Table 1 lists the main parameters
for theexperiments.

5.2 Precisionof Max Selection
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Figure6: Precisionof Max Selectionwith Numberof Rounds
We rst verify thecorrectnessf the probabilisticmaxprotocol
( ). Figure6(a)and(b) shav theprecisionwith increasing
numberof rounds( ) for differentinitial randomizatiorprob-



ability ( anddampenindgactor( ) respectiely. We seethat
the experimentakesultsmatchthe analyticalboundsin Figure
3. Theprecisionreachedo 100%asthe numberof roundsin-
creasesA smaller  resultsin a higherprecisionin the rst
roundandmakestheprecisiongoupto 100%fasterasthenum-
berof roundsincreasesthoughwith asmallmargin. A smaller
reacheshe perfectprecisionof 100%muchfaster

5.3 Privacy Characteristics of Max Selection

We evaluatethe privagy characteristicsf the protocolin terms
of their datavaluelossof privagy. In particular we wantto an-

swera numberof questionsWhatis thelossof privacy during

theexecutionof thealgorithm?How doesthe numberof nodes
affect the privacy characteristicsHow do the randomization
parametersffect the privagy characteristicandhow to select
them?How doestheprotocolcompareo the naive protocol?

Lossof Privacyin Differ ent Rounds. We rst studytheloss
of privagy of the protocolin eachroundduring the execution
with differentrandomizatiorparametersWe experimentedvith
differenthumberof nodesandthetrendsin differentroundsare
similar but mostpronouncedvith a smallnumberof nodes.So
we only reportthe resultsfor to show the differentloss
of privagy in differentroundsandwill presenainotheisetof ex-
perimentdaterto show the effect of varyingnumberof nodes.
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Figure7: Lossof Privagy for Max Selectionin DifferentRounds

Figure7(a)and(b) shav theaveragedatavaluelossof privacy
for all nodesin differentroundswith varying initial random-
izationprobability () anddampenindgactor( ) respectiely.
The resultmatchesour analysisin Section4. With a smaller

, the highestloss of privacy happensn the rst roundand
it graduallydecreaseasthe protocolcorverges.With alarger

(e.q., ), thelossof privagy is zeroin the rst round
andreacheghe peakin the secondround andthen gradually
decreaseslf we look at the peakloss of privagy, a larger
providesabetterprivagy. In Figure7(b), all threecaseg ,

, ) startwith zerolossof privagy in the rst

round, and increaseto the highest(peakloss) in the second
round, and decreasessthe protocol corverges. A smaller
resultsin a higherpeaklossof privacy.

In this setof experimentswe have shavn the loss of pri-
vag in differentroundsduring the execution. For the restof
theexperimentswe will take the highest(peak)lossof privacy
amongall the roundsfor a given nodeto measurets overall
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lossof privagy, becausehatgivesus a measuref the highest
level of knowledgeanadwersarycanobtainregardingthenodes
datavalue.

Effect of Number of Nodes. We now reportthe experiments
shaving how thenumberof nodesaffectsthelossof privacgy of
theprotocol.
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Figure8: Lossof Privagy for Max Selectionwith DifferentNumber
of Nodes

Figure8(a)and(b) shav the averagedatavaluelossof privacy
for all nodeswith varinginitial randomizatiomprobability ()
and dampeningfactor ( ) respectiely. We canthat the loss
of privagy decreasesvith increasingnumberof nodes. This
is very intuitive becausehe larger the numberof nodes,the
fasterthe global valueincreasesand thus the lessprobability
the nodeshave to disclosetheir own values. Again, the result
shavsthatasmaller and provide abetterprivagy.
Selectionof Randomization Parameters. This setof experi-
mentsis dedicatedo studythe effect of randomizatiorparam-
etersonbothprivagy characteristicandef ciency of theproto-
col. Recalltheexperimentdescribedofarandouranalysisn
Sectiod,asmaller and providebetterprivacy butrequires
morecostin termsof numberof roundsrequired. Our design
goalis to increasehe ef ciency while minimizing the loss of
privagy. Putdifferently, we wantto selecta pair of  and
parametershatgivesusthe besttradeof betweerprivagy and
efciency.
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Figure9: Tradeof betweerPrivacy andEf ciency with
RandomizatiorParameters
Figure 9 shaws the loss of privacy on  axis and the cost
in terms of numberof roundsfor a given precisionguaran-
tee( ) on axisfor varying randomizatiorparam-
eterpairs( ). We canseethat hasa dominatingeffect
on the lossof privacy while  hasa dominatingeffect on ef-
ciency. The( ) pair of in the lower left corner
givesa nice tradeof of privacy andef ciency. Therefore,we



will use and asour default parametersor the

restof theexperiments.

Comparison of Differ ent Protocols. We have discussedhe
naive protocolwith x ed startingnode,and our probabilistic
protocol. The experimentgeportedbelon comparethe proba-
bilistic protocolwith the naive protocol. For comparisorpur-

poseswe includethe anorymousnaie protocolwhich usesa
randomizedstartingschemejnsteadof x ed startingnode,to

provide the anorymity of the startingnode. We shav bothav-

erageandworst caselossof privagy for differentnodesin the
system By worstcasewe meanhighestossof privacy among
all the nodesandit typically happensat the startingnodein

the x edstartingschemeOur goalis to shav the effectivesof

our probabilisticprotocoloverthenaive onesandthebene t of

randomlyselectinghe startingnode.
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Figure10: Comparisorof Lossof Privacy with Numberof Nodes

Figure10(a)and(b) shav theaverageandworstcasedatavalue
lossof privagy for all nodeswith differentnumberof nodeq )
respectiely. We make a few interestingobsenations. First,
the anorymousstartingschemehasthe sameaverage as
the naive protocol but avoids the worst casescenario. This
canbe seenin Figure 10(b) wherethe naive protocol suffers
a loss of privagy closeto 100% (at the starting node) while
theanorymousprotocoldoesnot changesigni cantly fromthe
averagecasein Figure 10(a). Secondthe probabilisticproto-
col achievessigni cantly betterprivacy thanthe naive proto-
cols. It is closeto 0 in mostcasesFinally, all of theprotocols
have a decreasindoss of privacy asthe numberof nodesin-
creaseslnterestinglywhenthe numberof nodess suf ciently
large,the anorymousnalive protocolperformsreasonablyvell
comparedo the probabilisticprotocol. However, mostof the
privacy preservingdataintegrationwill be amongtensor hun-
dredsof nodeswith membershigontrols. A network of size
ontheorderof thousandseldomhappens.

5.4 Precisionof Top- Selection

We have presentedesultsfor max protocolso far. Now we
evaluatethe generaltop protocolin termsof its correctness
andprivagy characteristicsln additionto runningthe sameset
of experimentsfor max protocol,we alsorun a setof experi-
mentswith varying . Sincemostof theresultswe obtainedare
similar to thosefor max protocol,we only reportin thesetwo
subsectionshe resultsfor generaltop protocolwith varying
to shav the effect of
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We rst verify the correctnes®f top protocol. In order
to evaluatethe precisionof top- selectionwe rst de ne the
precisionmetricwe use.Assume is therealsetof top-
valuesand isthesetof top- valuesreturned.We de ne the
precisionas
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Figurell: Precisionof Top Selectiorwith Numberof Rounds

Figurellshawstheprecisionof thetop protocolwith increas-
ing numberof rounds( ) for varying . Theprecisionreaches
to 100%in all lines after a sufcient numberof rounds. The
effectof onthe corvergenceis not signi cant. We alsoran
experimentsfor varying  with andthe resultdid not
shaw ary signi cant effect.

5.5 Privacy Characteristicsof Top- Selection

Now we reportthelossof privacy for thegeneratop protocol
with varying andits comparisono the naive protocol.
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Figure12: Comparisorof Lossof Privacy with

Figurel2(a)and(b) shav theaverageandworstcasedatavalue
lossof privagy for all nodeswith varying . We canmalke afew
interestingobsenations.We seethatthe probabilisticprotocol
achieves signi cantly betterprivacy thanthe naive protocols.
Interestingly the probabilisticprotocol hasan increasingloss
of privagy as  increases.An intuitive explanationis thatthe
largerthe , themoreinformationanodeexposedo its succes-
sorandhencethelargerthelossof privagy.

6 RelatedWork

Privacy relatedproblemsin databasebave beenanactive and
importantresearcharea. Researctin securedatabasestip-
pocratic databasesnd privacy policy driven systemg[12, 4,
2] hasbheenfocusedon enablingaccesf sensitve informa-
tion throughcentralizedrole-basedaccesscontrol. More re-
cently researchhasbeendonein areassuchas privacy pre-
servingdatamining, privacy preservingquery processingon



outsourcedlatabase@ndprivagy preservingnformationinte-
gration.

In privagy preservinglatamining[17], themainapproachs
to usedataperturbatiortechniquedo hide preciseinformation
in individual datarecords,asthe primary taskin datamining
is the developmentof modelsand patternsaboutaggreyated
data. In databaseutsourcingscenariosthe main technique
is to usedatapartitioningto evaluateobfuscatedangequeries
with minimal informationleakag€e[10, 11]. Thesetechniques
may not apply to informationintegrationtaskswhereprecise
resultsaredesired.

In theinformationintegrationdomain,Agrawal etal. [3] in-
troducedthe paradigmof minimal informationsharingfor pri-
vagy preservingnformationintegration. Underthis paradigm,
a few specializedprotocolshave beenproposedypically in
atwo party setting,e.g.,for nding intersectiong3], and th
rankedelemen{l]. Thoughstill basedn cryptographigrimi-
tives,they achieve betteref ciency thantraditionalmulti-party
securecomputatiormethodsby allowing minimal information
disclosure. As a contrast,our protocol doesnot require ary
cryptographimperationslt leverageshe multi-party network
and utilizes a probabilisticschemeto achieze minimal infor-
mationdisclosureandminimal overhead.

Anotherrelatedareais the anorymousnetwork wherethe
requirements that the identity of a userbe masled from an
adwersary Therehave beena numberof applicationspeci c
protocolsproposedor anorymouscommunicationjncluding
anorymousmessagingOnion Routing[16]), anorymousweb
transactiongCrowds[14]), anorymousindexing (Privacy Pre-
servinglndexes[5]) andanorymouspeerto-peersystemgMu-
tual anorymity protocol[19]). Someof thesetechniquesnay
be applicablefor dataintegration taskswhere partiesopt to
sharetheir informationanorymously However, anorymity is
alessstrongrequirementhandataprivagy.

7 Conclusion

We have presenteé probabilisticprotocolfor top- selections
acrosgnultiple privatedatabasesiVe formalizedthe notion of
lossof privagy in termsof informationrevealedanddeveloped
anefcient decentralizegbrobabilisticprotocol,which aimsat
selectingop dataitemsacrosanultiple privatedatabasewith
minimal informationdisclosure.We evaluatedthe correctness
and privagy characteristicof the proposedprotocol through
bothformal analysisandexperimentalkvaluations.

Our work on privagy preservingdataintegrationcontinues
along several directions. First, we are extendingand gener
alizing the privagy analysison the probability distribution of
the datausing aggrgatedinformation from multiple rounds.
Secondgiventhe probabilisticschemeit is possibleto design
otherformsof randomizatiorprobabilityandrandomizedlgo-
rithms. We areinterestedn conductinga theoreticalanalysis
for discovering the optimal randomizedalgorithm. Third, we
plan to relax the semi-honesmodel assumptiorand address
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the situationswhere adwersariesmay not follow the protocol
correctly Finally, we aredevelopinga privacy preserving NN
classi erontop of thetop protocol.
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