Copy-Resistant Credentials with Minimum Information Disclosure

David Bauer and Douglas Blough

Georgia Ingitute of Technology

Public-key based certificates providea standad way to proveonésidentity, as
certified by some certificate authonty (CA). But standad certificates provideabinay
identification: either thewhole identity of the subject is known, or nothing is known.
By usng a Merkle hash tree structure, it is possible for asingle certificate to certify
many sepaate claims or attributes, each of which may be proved indgoendently,
withoutrevealing theothe's. Additiondly, trees from multiple sources can be
combined togeher by modifying thetree structure dightly. Thisalows claims by
different authorities, such as an employe or professiond organization, to be combined
unde asingle tree, withoutthe CA needingto know (let aloneverify) al of theclaims.

1. Introduction

Persond informationisincreasingly used to establish identity and authorize transactionsin the
digital world. At thesame time, identity theft and fraud, based on unauthorized disclosure and misuse
of persond information, are rampant [7], and individuds are increasingly concerned aboutproviding
persond informationto every digital entity with which they establish arelationship. Theresearch
described in this technical repott is based on severa key prindples of identity management:

* first andforemog, users should have the maximum control possible over wha persond
information of tharsisdisclosed in any given on-lineinteraction,

* next, morereliance can be placed on persond information tha is verified by truged third paties

than in self-reported information, and

* last, if verified persond information isto be used, mechanisms to prevent tha information from
beng copied and misused by unauthorized paties are essential.

We assume an architecture in which there are identity providerstha verify usersOpersond
information and supply credentials tha the users can give to service[1][2]. Credentials are acommon
mechanism for verifying persond informationin everyday life. Mog people carry multiple physca
credentials with them, from driversQlicenses to insurance cardsto credit cards A credential describes
some set of attributes aboutthe holder. For the obviousexample, a driver@ license states that the

holder islicensed to drive avehicle in thelicensng state. However, dueto driversQlicenses being all



butuniversal, they are used as ageneral credential. Assuch, driver@ licenses often indude
unnesessary information, such as the holder's date of birth, address, height, organ-donorstatus, and
sodal-security number. Electronic credentials can be smple, like a user-name and password, or more
complex, like apublic key infrastructure (PKI) certificate. A PKI certificate is an electronic doaument
tha holdsan identity and a pulic key, and tha is signed by a certificate authority (called theissuer).
Theuser holdstheassodated private key to provetha they are thelegitimate hdder of thecertificate.
Theuser-name and password combinationisthemog widdy used scheme, because of its simplicity.
However, this scheme also provides no direct information abouttheuser. A user-name mus be
attached to a previoudy made account, and some other form of credential mug beused to tie an
identity to theaccount Such accounts are very seldomshared between different domains leading users
to accumulate many different accounts, often with different user-names and passwords PKI
certificates for users are less common, but can solve the problem of needing to keep track of many
different user-names and passwords

Minimum information disclosure in any given interaction is desirable from a user® perspective,
and may even be necessary for agiven technologyto bewiddy adopted [3]. Clearly, if auser wants to
release the minimum amountof persond information on a given interaction, thisrules outasingle
credential approach, in which each user maintainsonecredential containing all of thar persond
information and uses that credential for every interaction. Asin [3], we say tha a user makes a claim
abouthersalf when shegives information aboutone or more persond attributes to adigital entity. Due
to thewidevariety of pesond informationtha isused in digital interactions the number of different
possible claimsis extremely large The problem to be solved is, therefore, to provide an efficient and
reliable mechanism tha allows users to assert arbitrary (or at least alarge number of) verifiable claims

ove asequence of interactionswith different digital entities.

As an example of minimum information disclosure, consder the problem of verifyingtha a user
isat least 18 years of age. Clearly, verifying the user@ date of birth is sufficient but not necessary, and
would reveal avery sendtive piece of pasond information that could assist an identity thief in
masqueading astha user. Werefer to theclaim that auser Os at least 18 years of ageOas a micro-
claim, with the (macro-)claim in this case beng Qhe user@ date of birth is xx/xx/xxQ Many different
micro-claims can bederived from asingle claim, e.g. the user is Git least 180 Gt least 21Q Git least
35Q Gt least 65Q¢€tc. Onepossible approach could beto maintain credentials for arelatively small
number of clams and use those to generate dynamically micro-claim credentials as needed for a given
interaction. However, how to automatically generate a large variety of micro-claimsfroma given set



of claimsis an open problem, notto mention how the micro-claims can beverified withoutrevealing
theinformationin the verifiable claims from which they are derived.

Indead, we adoptan approach where alarge set of micro-clamsis enumerated statically, and
updded dynamically as needed. Indead of generating and maintaininga single credential pe micro-
claim, which is extremely inéficient from the standponts of storage space, bandwidth, and
computation time, we propo® a methodwherein asingle credential can be maintained tha alows the
user to dynamically specific an arbitrary subset of micro-claims for a given interaction without
revealing the other micro-claims. We also indudein this credential, and the protocols that use it,
mechanisms to make it very difficult for an attacker to make a copy of thecredential anduseit to
masquaadeasthe user. Asan added ben€fit, the credential allows information tha is verified by
differentidentity providers to becombined in onestructure. This alows usersto spread outthar
persond information across different identity providers, thereby lowering ther risk when oneof thar
identity providers experiences a security breach. Thedetails of this new credential mechanism and its
assodated protocols are provided in theremainde of thisrepart.

2. Expected Scenario

We consde a scenario with three types of parties: identity providers, service providers, and
users. Anidentity provider is an entity in apostion to make authoritative statements aboutauser. An
identity provider can be athird party certificate authority, agovenment office, an employe, a
professiond organization, or more. A service provider is an entity that wants or needsto check the
identity of users. A service provider can be any organization, govenment office, or individud with an
onlinepresence. Theuser istheholder of thecredentia, and is aways an individud personin our

scenaio.

3. Background

Thedesign of our electronic credential was driven by several requirements. First, thecredentia
mug notsmply hold asingle identity. Identity isacomplex matter, and often a name or serial number
isnotwha isimportant in onésidentity. Second,the user of the credential -- theonewhos identity is
beng proven -- mug have as much control over the process as possible. Consderingthefirst
requirement, the user should beable to select which attributes of thar identity are released to a
paticular entity. Third, the credential mug have some form of copy protection. Usingthe credential
should not place it at risk of being copied. Fourth, nather theuser nor the service provider should have
to contact theidentity provider to verify the credentia. Fifth, the credentiad must be memory and



computationdly efficient to store and use.

4. Design
41 MekleHash Trees
Theproposd credential is based uponMerkle hash trees [4] and standad public-key

infrastructure (PK1) certificates. A Merkle hash treeis essentially a binary tree where each internd
nodeholdsthe hash of the conctenated values of its two children nodes. Theleaf nodes hold thedaa
of interest. In thisway, alarge number of separate data can betied to asingle hash value In addition,
by storing theinternd nodevalues (or a subt thereof), it is posible to verify tha any of the leaf
nodesis pat of thetree withoutrevealing any of the other daa. Merklefirst introduced this structure
asaway to efficiently handle alarge number of Lamport onetime signaures. It has since been
adapted for uses such as thelarge-scale time-stamping of doauments [5] and tracking datain peer-to-
peer neworks [6].

A basic Merkle treeis shown in Figure 1, bdow. Figure 2 shows the same tree with the nodes
and claims labded for easy reference. Consder verifyingclaim A inthetree. Starting at theclaim and
going up thetree, node4 containsthe hash of theclam. Node3 containsthehash of the concatenation
of nodes4 and5. Node2 containsthe hash of theconcatenaion of nodes3 and 6. And,findly, node
1, theroot of thetree, containsthe hash of the conctenation of nodes 2 and 9. Therefore, verifying
clam A requiresthevalues of nodes 5, 6, and 9, as shown in Equaion 1, bdow. A similar verification
pah can bemadefor any of theclaims. For example, Equaion 2 shows the pah for verifying clam F,
which requires thevaues of nodes 2, 11,and 13. As pe the naure of the binary tree, the number of
nodes and hashes needed for a verification scales with thelog of the nunber of claims.

Rootvaue=H(H( H(H(A), 5), 6) 9) Equdion 1

Rootvaue=H( 2, H( H(11,H(F)), 13) Equdion 2



Figure 2. Merkle hash tree with labded nodes.

4.2 Credential Overview
Thecredential congsts of two parts: apublic pat and a private part. Thepublic pat of the

credential isacertificate. The certificate holdsinformation abouttheissuer, thecertification chan for
theissue, thetypeof certificate, the date rangeover which the certificate is valid, theuser's public key,
and asignaure of theroot nodeof aMerkle hash tree. The certificate should notin general hold any
daaabouttheuser directly, even dataas commonasaname. As pa standad operation, the certificate
will besigned by some certificate authority, which is an identity provider in this system. Theprivate
pat of thecredential congsts of aprivate key and a Merkle hash tree whereby all of theleaf nodes are
attributes of, or micro-claims about theidentity of theuser, whoisthecredentia holder. TheMerkle
tree structure allows the credential holder to proveany subst of theclaims in thetree, with only the
single signaure on the certificate.

As an additiond improvement, adight modification to thestructure will allow theuse of a



single credential containing claims from avariety of identity providers, withoutrequiring oneidentity
provider to verify al of theclaims. Congder agan the Merkle tree of claims, but with subtrees coming
fromdifferentidentity providers. For example, one subtree could contain claims certified by a
goveanment registry, while another subtree could contain claims certified by an employer. Inthebasic
structure, theidentity provider mug either see al of theclaims or trus the providers of all of the
subtrees tha they only contain claims relevant to thar topic. Neither solutionisidedl. To providea
third option, consder adding an optiond third branch to some internd nodes of thefull tree. (These
nodes correspondto root nodes of the subtrees.) Thethird branch containsa certificate for all of the
clamsin thesubtreerooted in the parent node When verifyingaclam which isin such asubtree, the
form is different -- three hashes are concatenated in a nodeingead of two -- so theverifier knows tha
thisclam isunde a different certificate than thecredential asawhole. For example, in Figure 3,
bdow, theleft hand subtree containsclaims certified by the overall identity provider. Theoveral
identity provider isreferred to as the certificate authority (CA). Therighthand subtree containsclaims
certified by some other party, which do nothave to be verified by thetop level CA.

Figure 3. Modified Merkle hash tree with labded subtree.
4.2 Protocolsfor the Credential

Creating a credentia is both conagptudly and computationdly easy. Inthecase wherethereis
asingle identity provider for the credential, there are roughly four stepsrequired:

1. Agreeonalist of clams.

2. Generate thehash tree for theclaims.



3. Veify tha theuser possesses the private key.

4. Produe and signthe pubilic certificate.

First, theuser and identity provider agree onalist of claims. Thelogistics involved in an identity
provider verifying theuser clams may berather complicated, butare beyondthe scopeof this pgper.
Second, either theuser or theidentity provider generate the hash tree for theclaims. Randompadding
mug be added to the claims before they are hashed, and such padding can conceivably be used to leak
information. If thereisaconcern, then a coopeative protocol can beused to generate therandom
padding. With asingle identity provider, thetree will always be bdanced, boundng the number of
interior nodes to the number of clams. Thenumber of hashes needed to generate thetreeis therefore
bounde to twice thenumber of claims-- generally anegligible amountof computationtime. Third,
theidentity provider mug verify tha theuser holds the private key matching the puldic key of the
credential. Theuser can reuse an already generated key par or generate anew key par for the
credential. Theidentity provide does notneed to ever know the private key. Findly, theidentity
provider creates and signsthe publc certificate for the credential.

Creating a credential with claims from multiple identity providersis very similar to creating a
credential fromasingle identity provider. Oneidentity provider will bethefind one referred to asthe
certificate authority. Theuser creates credentials with all of theidentity providers except for thefind
ong by theprocedure described above Then, theuser creates a credential with the CA. For thisfind
credential, the hash trees fromthe other credentials are incorporated into thefind hash tree. Theroat
nodes for theincorporated subtrees will have a third branch added, containing the certificates from the
origind identity provider of tha subtree, as shown in Figure 3, above (Theroot hash valuesin the
subtree certificates will nolonge match, buttha doesn't matter.) The CA verifiesthevalues of jud the
top two sub-nodes of each subtree, aswell asthe public pat of thesub-credentials and the assodated
public/private key pars. Thepubic/private key pars may bethesame as or different from each other
andthetoplevel key par. All tha mattersistha theuser holdsthe correspondng private keys at the
time tha thecredential is assembled. The CA does not need to see theclaims (other than the public
key), or even any more of the subtree structure.

Theprotoool for usng the credential follows conventiond PKI certificate usage Theuser
connectsto a service provider, either over awideor local area network, and requests some service,
sending the public part of thecredential. The service provider requests the appropriate identity
atributes fromtheuser. Theuser provides the clams which match therequested attributes and the
intermediate nodevaues and pah information necessary for the service provider to verify each of the

clams. (If any of theclams arein asubtree certified by a differentidentity provider, the



accompanying certificates mug beinduded with the set of claims.) The service provider verifiestha
theclams arein the hash tree specified (viatheroot hash) in the public pat of thecredential. The
service provider also verifies the signaure onthe public part of thecredential and on any subtrees from
differentidentity providers. In order to verify tha theuser istheholde of the credentia, the service
provider also verifies tha theuser possesses the private key which matches the public key claimed by
thecredential. This can bedoneby standad methods such as chdlengdrespons or as part of a secret
key agreement opeation.

4.3 Copy Resistance

Thecredential is strondy copy resistant unde normal opeaations dueto theincorporated
public/private key par. Whenever thecredentia isused, the private key is used to provethat theuser
istheauthorized credential holder. Since the private key never leaves the user's machine, it can't be
copied by the service provider or any third party listening to theexchange (Theprivate key can of
course be copied if the user's machineis compromised, butthat is beyondthe scopeof this paper.)

This copy resistance propaty extendsto preventing standad man-in-the-middle attacks. For
example, consder how a phishing site handles conventiond onetime passwordsor other two-factor
authentication methods A user goesto login to wha they bdieve isthelegitimate site of thar bank,
broker, or other service provider, butwhichisrealy aphishing site. Theuser enters thar user-name
and password and then, either in the same step or in a second step, enters a onetime password from a
sheet of pgoe or electronic device. Thephishing site ssimply passes all theinformation from theuser on
to the site being spoofed, and returnstheresponses fromthelegitimate site to theuser. After theuser
has successfully logged into thelegitimate site, throughthe phishing site, then the phishing siteis
loggel in astheuser and can perform whaever actionsit wants.

Thestandad protection agang thistype of man-in-the-middle attack is the use of server-side
certificateswith SSL/TLS. When theuser initiates a secure connection to a service provider, the
service provider replies with a PKI certificate. The user's client (web browser) usudly handles
checking thevalidity of thecertificate automaticaly, interrupting the user only when a problem is
detected and ssmply showing a nonrintrusve indicator when the secure connectionis setup without
problems. Phishing sites have used avariety of techniques to get around server-side certificates,
induding smply notusng SSL/TLS, making the browser look likeit isugng SSL/TLS when it isnot,
and obtaining valid certificates for different domains which can be mistaken for the legitimate domain
by an unwary user. All of these tricks are possible because of the disconnect between the
authentication system (SSL/TLS), and thething bang authenticated (the service provider). The
certificates authenticate the domainsused, indead of the actud service providers.



In contrast to the server-side certificates, our credentialing scheme intimately ties the
authentication system (the private/public key par and the certificate as awhole) to what isbeng
authenticated (the credential asawhole). Consder agan thephishing site, but with the credential in
place of the user-name, password, and onetime password. When theuser connets to the phishing site,
the phishing site can relay requests to the legitimate service provider andreplies back to theuser as
before. However, when the service provider sets up a secure connetion, it will usetheuser's
certificate to setup thesession. Thephishing site can subditute its own certificate, butthenitisno
longe impersonding theuser. Alternaively, thephishing site can pass on the user's certificate, but
then the phishing site loses control of the session. The service provider can setup an authenticated
tunnd to theuser, so tha the phishing site can no longe modify thetraffic withoutbeng detected.

5. Conclusion
Privacy isimportant both as a protective prindple and as a security measure. Identity theftisa

seriousand widespread crime. TheFedera Trade Commission reportsthat over aquater of amillion
identity theft complaints were received in 2005,in addition to over 430000 other fraud complaints.
Internet-related complaints accounied for amog half of those [7]. Protecting persond informationis
vital to redudng identity theft. Limitinginformation disclosure does not require tha accesses to
service providers beanonymzed. A user isassumed to always present the same credential to a service
provider, allowing for tracking of sugiciousbehavior. Depending onthe nature of the service
provider, accumulated user information may be sent to theidentity providers for auditing.
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